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1. PREMISE

Data Protection Model (DPM) 

This document has been drawn up in accordance with the legislative provisions and principles set out 

in Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free 

movement of such data. It must be considered an integral part of the privacy and information security 

policy of Cembre SpA, together with procedures, instructions, letters of assignment and all other 

company documents that contain indications on the processing of personal data. 

The adoption of this document is intended to remind all resources operating within the company to 

comply with the legislation on the security of personal data, with specific attention to the use of IT 

resources. 

Periodically, the DPM is updated in relation to regulatory developments or management and/or 

organisational changes that affect it. 

This document is binding for the company's staff, both employees and collaborators, working at 

headquarters and in the subsidiary companies. 

It is to be noted that the commission of offences falling within the notion of cybercrime may entail, in 

addition to personal criminal liability, also the liability of Cembre SpA, which therefore, aware of this, 

will implement, in compliance with its own policies and applicable norms and practices in the sector 

(EU Regulation 2016/679 - GDPR and provisions of the Guarantor for the processing of personal data, 

and Legislative Decree 231/2001) all precautions deemed appropriate to avoid the commission of 

cybercrimes or reduce their consequences. 

By way of example only, the following cybercrimes are listed in the legislation: 

• forgery of a public or evidentiary computer document (Article 491-bis of the Italian Criminal 

Code);

• unauthorised access to a computer or telecommunications system (Article 615-ter of the 

Italian Criminal Code);

•unauthorised possession and dissemination of access codes to computer or telematic systems 

(Article 615-quater of the Italian Criminal Code);

• dissemination of equipment, devices or computer programmes aimed at damaging or interrupting 

a computer or telematic system (Article 615-quinquies of the Italian Criminal Code); unlawful 

interception, obstruction or interruption of computer or telematic communications (Article 617-quater 

of the Italian Criminal Code);

• installation of equipment designed to intercept, impede or interrupt computer or telematic 

communications (Article 615-quinquies of the Italian Criminal Code);

• damage to computer information, data and programmes (Article 635-bis of the Italian Criminal 

Code);

• damage to computer information, data and programmes used by the State or another public body 

or in any case of public utility (Article 635-ter of the Italian Criminal Code);

• damage to computer or telematic systems (Article 635-quater of the Italian Criminal Code);
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• damage to computer or telematic systems of public utility (Article 635-quinquies of the Italian

Criminal Code). 
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Personnel belonging to the Cembre1 Group must always: 

i. process data solely and exclusively for the purpose of carrying out the tasks for which 

he/she has been specifically authorised, and on no account process data in excess of 

what is required by actual work requirements;

ii. ii. operate and process data in accordance with principles of fairness, confidentiality, 

necessity, good faith and solely for lawful purposes;

iii. iii. use the computer hardware and software instruments provided, even temporarily, for 

strictly business purposes, in compliance with the instructions provided by Cembre SpA, and 

applicable laws, and in any case never contrary to public order, morality and decency.

iv. iv. use his/her technical and IT skills to safeguard the company's assets from any kind of 

malicious software (malware) or even potentially harmful software or software that 

endangers the security or integrity of the system itself.

v. v. report to the Privacy Officer any shortcomings or difficulties he/she may encounter, in

relation to the obligations under this DPM, in the performance of the work.

With the European Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation), 

the approach to data protection compliance has radically changed. 

In particular, the aforementioned EU Regulation or General Data Protection Regulation (hereinafter 

also referred to as 'GDPR') has set out the following concepts/principles for the protection of personal 

data: 

• privacy by design (i.e. protection of personal data from the conception and design phase 

of a processing operation), which requires the data controller - right from the design phase

- to implement appropriate technical and organisational measures aimed at effectively

implementing the data protection principles and integrating the necessary safeguards into 

the processing to meet the requirements of the Regulation and protect the rights of data 

subjects (see Article 25 (1) of the GDPR); and

• privacy by default (i.e. protection of personal data by default), which requires the data 

controller to implement appropriate technical and organisational measures to ensure that 

only the personal data necessary for each specific purpose of the processing are 

processed by default (see Article 25 (2), of the GDPR).

1 In the present document, the term "Cembre Group" includes Cembre S.p.A. and its subsidiaries pursuant to Article 2359 

of the Italian Civil Code and/or Article 26 of Legislative Decree no. 127/1991. 
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2. OBJECTIVES OF THE DATA PROTECTION MODEL

Since the aforesaid principles are based on another pivotal and equally innovative principle of the 

European Regulation, i.e. the principle of accountability, by virtue of which the data controller is 

required to implement appropriate technical and organisational measures not only to ensure that the 

processing is carried out in compliance with the provisions of the Regulation, but also to allow the data 

controller to demonstrate such compliance (see Article 24 (1), of the GDPR). CEMBRE and its Group 

companies have implemented a Data Protection Management System (hereinafter also referred to as 

"DPMS"), which is therefore referred to in this DPM, based on a preliminary risk assessment process 

aimed at assessing the "privacy risk" - i.e. the possible negative impact on the freedoms and rights of 

data subjects - connected with the personal data processing activities carried out. 

They have therefore embarked on a project to analyse the personal data they process and their 

organisational, management and control tools, with a view to verifying that the behavioural principles, 

procedures and/or organisational practices in place comply with the principles, rules and purposes 

laid down in the EU Regulation and, where necessary, supplementing the organisational and technical 

security measures to ensure their adequacy, taking into account the reference context. 

By adopting the Data Protection Management System, CEMBRE intends to: 

• ensure compliance with the principles and provisions of the EU Regulation and the 

applicable national legislation through the gradual implementation of a structured and 

organic system of procedures and control activities (ex ante and ex post) aimed at 

preventing and/or monitoring any privacy risks;

• thereby oversee every aspect of the processes related to the processing of personal data

in accordance with applicable law;

• create an internal culture of privacy risk prevention and control of personal data processed

within the scope of achieving the company's objectives, also by implementing a system of

constant monitoring of the company's activities that is able to prevent the commission of 

privacy offences and/or to prevent any recurrence of non-compliant conduct;

• establish and disseminate a business culture based on legality, with express disapproval of 

any conduct contrary to the GDPR, national legislation on the protection of personal data 

and this Data Protection Management System;

• introduce a continuous improvement process also aimed at generating benefits in terms of 

economic return on the investments made by the Group Companies to ensure compliance 

with the sector regulations, by strengthening the reputation of the Companies and of the 

Group on the market, which allows both of them to present themselves as reliable 

interlocutors also towards potential customers.

To this end, this Data Protection Model sets out the behavioural principles and indicates the measures 

necessary to ensure that business processes involving the processing of personal data are managed in 

such a way as to intercept and promptly govern any situations posing a risk to the privacy of the data 

subjects and, in any case, to ensure strict and constant compliance with the relevant European and 

national regulations. 
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3. PRIVACY IN THE CEMBRE GROUP

Cembre intends to pursue a growth strategy that incorporates the protection of personal data by 

including Data Protection in the continuous improvement plan that the Group's organisations set out in 

their management systems. 

They are required to comply with the regulations on the protection and security of information, in 

particular personal data, and are committed to implementing the principles of lawfulness, correctness, 

transparency, restriction of purpose and storage, data minimisation, accuracy, integrity and 

confidentiality. 

To this end, Group companies have adopted organisational, process and/or technical measures to 

ensure full compliance with the general principles on the processing of personal data. 

It should be noted that in September 2015 Cembre SpA had adopted a data security management 

system prior to the adoption of EU Regulation No 679/16, with a specific review of data processing 

carried out by the Company and the adoption of the following policy documents that formed an 

integral part of the same. In particular, Cembre SpA adopted its own Policy Document on Security 

and related attachments, pursuant to paragraph 19 of Attachment B of the previous Privacy Code, to 

define security policies on the processing of personal data, and the organisational and technical 

criteria for their implementation. In this way, it decided to draw up and keep updated the security 

policy document even though it met the conditions to benefit from the simplifications introduced by 

the provision of the Italian Data Protection Authority of 27 November 2008 on "Simplification of the 

security measures contained in the technical specifications in Annex B) to the Personal Data 

Protection Code", treating data on the state of health (without indicating the relative diagnosis) and 

on the membership of trade unions of its employees and collaborators as the only sensitive data. It 

had therefore taken the following steps: 

1. list of data processing;

2. distribution of tasks and responsibilities within the processing structures

3. analysis of the risks affecting the data;

4. measures to be taken to ensure the integrity and availability of data, as well as the 

protection of premises and areas, of relevance to the storage and accessibility of the data; 

5. description of criteria and methods for restoring the availability of data following

destruction or damage;

6. provision of training for data processors in the course of their activities within the company.

Subsequently, with the entry into force of the GDPR and of regulations on the protection of personal 

data processing set forth in the Framework of reference indicated below, Cembre SpA updated its 

management system on the matter, through specific mapping and risk assessment in compliance with 

the new regulations, consequently adopting additional organisational measures and appropriate 

procedures. The following documents, which may be updated independently, are annexed to this 

Data Protection Model: 
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a) Procedure for the exercise of data subjects' rights and related forms approved by Cembre 

SpA

b) Regulations for the use of IT and Communication Resources

c) Breach management procedure

d) CV and professionals management protocol

e) Account management procedure for company IT Systems

f) System Administrators List

which are to be understood as referred to herein and which summarise the forms and documents, 

together with the specific protocols of action and procedures adopted by the Company from time to 

time as a result of the activities carried out to comply with the privacy legislation detailed below. 

Similarly, further annexes may be added to this Model, without this entailing further adoption and/or 

formal revision, deriving from legal provisions, regulations and/or resolutions of the competent 

Authorities, also referring to contingent and specific situations requiring specific measures. 

4. REFERENCE REGULATORY FRAMEWORK

Listed below are the main international and EU regulatory sources on privacy and personal data 

protection, the main Guidelines of the Working Party-Article 29 on the GDPR - endorsed by the 

European Data Protection Board ("EDPB") with Endorsement No. 1/2018 - and the first Guidelines of the 

EDPB itself: 

• European Convention for the Protection of Human Rights and Fundamental Freedoms - 

Article 8, "Right to respect for private and family life";

• Charter of Fundamental Rights of the European Union (the 2001 Nice European Charter) -

Art. 8, "Protection of personal data".

• Lisbon treaty

• Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002

concerning the processing of personal data and the protection of privacy in the electronic

communications sector (Directive on privacy and electronic communications);

• Directive 2009/136/EC of the European Parliament and of the Council of 25 November 

2009 amending Directive 2002/22/EC on universal service and users' rights relating to 

electronic communications networks and services, Directive 2002/58/EC concerning the 

processing of personal data and the protection of privacy in the electronic 

communications sector and Regulation (EC) No 2006/2004 on cooperation between 

national authorities responsible for the enforcement of consumer protection laws;

• Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on

the protection of natural persons with regard to the processing of personal data by

competent authorities for the purposes of the prevention, investigation, detection or 

prosecution of criminal offences or the execution of criminal penalties, and on the free

movement of such data, and repealing Council Framework Decision 2008/977/JHA;

• Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 

the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data and repealing Directive 95/46/EC (General Data Protection 

Regulation - GDPR);
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• Guidelines on consent under Regulation 2016/679, WP259 rev. 01;

• Guidelines on transparency under Regulation 2016/679, WP260 rev. 01;

• Guidelines on automated decision-making regarding natural persons and profiling for the 

purposes of Regulation 2016/679, WP251 rev. 01;

• Guidelines on personal data breach notification under Regulation 2016/679, WP250 rev. 01;

• Guidelines on the right to data portability, WP242 rev. 01;

• Guidelines on data protection impact assessment and determination of whether 

processing "is likely to present a high risk" for the purposes of Regulation (EU) 2016/679,

WP248 rev. 01;

• Guidelines on data protection officers, WP243 rev. 01;

• Guidelines for identifying the lead supervisory authority in relation to a specific data

controller or data processor, WP244 rev. 01;

• Guidelines concerning the application and provision of administrative pecuniary sanctions

for the purposes of Regulation (EU) No 2016/679, WP253;

• EDPB Guidelines 1/2018 on certification and identifying certification criteria in accordance

with Articles 42 and 43 of the Regulation 2016/679 - version for public consultation;

• EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679.

• EDPB Guidelines 3/2018 on the territorial scope of the GDPR (Article 3) - version for public 

consultation.

The foregoing is without prejudice to any further updates and provisions of laws, regulations and 

resolutions of the competent Authorities that may have arisen, which shall be deemed to be referred 

to herein. 

5. NATIONAL SOURCES

Listed below are the main sources of national legislation on the protection of personal data and the 

main measures of the Italian Data Protection Authority (Garante per la protezione dei dati personali), 

to be considered applicable insofar as they are compatible with the GDPR and the national 

compliance regulations: 

• Legislative Decree No 101 of 10 August 2018 on 'Provisions for the adaptation of national 

legislation to the provisions of Regulation (EU) 2016/679 of the European Parliament and of 

the Council of 27 April 2016 on the protection of natural persons with regard to the

processing of personal data and on the free movement of such data and repealing 

Directive 95/46/EC (General Data Protection Regulation)';

• Law No 163 of 25 October 2017, delegating to the Government the power to transpose 

European directives and implement other acts of the European Union - European 

Delegation Law 2016-2017;

• Legislative Decree No 51 of 18 May 2018 implementing Directive (EU) 2016/680 of the 

European Parliament and of the Council of 27 April 2016 on the protection of natural

persons with regard to the processing of personal data by competent authorities for the 

purposes of prevention, investigation, detection or prosecution of criminal offences or the 

enforcement of criminal penalties, and the free movement of such data, and repealing 

Council Framework Decision 2008/977/JHA;

• General authorisation No 1/2016 for the processing of sensitive data in labour relations.
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General Authorisation No 2/2016 for the processing of data disclosing health and sex life; 
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• General Authorisation No 7/2016 for the processing of data of a judicial nature by natural

and legal persons, public economic entities and public bodies;

• Identification of simplified procedures for information and acquisition of consent for the use 

of cookies - 8 May 2014;

• Provision on video surveillance - 8 April 2010;

• Guidelines for e-mail and internet, adopted with provision No 1 March 2007

6. THE REGULATION (EU) 2016/679 - GDPR

The GDPR is the reform legislation of the European data protection legislation. 

Published in the European Official Journal on 4 May 2016 and entering into force the following 24 May 

2016, it became definitively applicable as of 25 May 2018. 

Through the definitive harmonisation of the regulations in matters of protection of personal data within 

the European Union, the cited Regulation - as we can read in the relative Recitals - "is intended to 

contribute to the accomplishment of an area of freedom, security and justice and of an economic 

union, to economic and social progress, to the strengthening and the convergence of the economies 

within the internal market, and to the well-being of natural persons", taking into account also that 

"differences in the level of protection of the rights and freedoms of natural persons, in particular the 

right to the protection of personal data, with regard to the processing of personal data in the Member 

States may prevent the free flow of personal data throughout the Union". 

In particular, the Regulation emphasises the responsibility of the data controller, who is required, within 

the reference regulatory framework, to adopt proactive behaviour to protect personal data and is 

called upon, at the same time, to demonstrate compliance with the relevant regulatory provisions 

(the so-called "accountability principle"). 

This highlights the different approach that characterises the recent European reform of the former 

Directive 95/46/EC. In contrast to the past, it entrusts data controllers with the task of: 

• assessing the risks associated with the processing of personal data, i.e. evaluating their 

possible negative impact on the freedoms and rights of data subjects, and taking 

appropriate measures to mitigate them;

• designing any new products and services that involve the processing of personal data, 

providing and configuring from the outset methods and guarantees to protect such data 

and, therefore, the rights of the persons concerned (the so-called "principle of privacy by 

design");

• putting in place appropriate technical and organisational measures to ensure that only the 

personal data necessary for each specific purpose of the processing are processed by 

default (so-called “principle of privacy by default").

A risk-based approach - such as the one embraced by the GDPR - has the obvious implication of 

requiring - from the data controller - actions that may go well beyond mere compliance with the 

specific regulatory provisions; on the other hand, it allows 
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modulation of the actions to be taken depending, inter alia, on the nature, scope, context and 

purposes of the processing, as well as on the risks posed by the processing, with different likelihood 

and severity for the rights and freedoms of natural persons. 

On 19 September 2018, Legislative Decree No 101 of 10 August 2018 on 'Provisions for the adaptation 

of national legislation to the provisions of Regulation (EU) 2016/679 of the European Parliament and of 

the Council of 27 April 2016 on the protection of natural persons with regard to the processing of 

personal data and on the free movement of such data and repealing Directive 95/46/EC (General 

Data Protection Regulation)'; 

The aforementioned Decree No 101 of 2018 amended Legislative Decree No. 196 of 2003 (the so-

called Privacy Code), in particular by repealing the previous provisions on principles, legal bases of 

processing, information and consent, to be understood as replaced by the corresponding provisions 

of the GDPR. It also introduced more detailed provisions in relation to certain profiles, such as, for 

example, in relation to the processing of data belonging to special categories and data relating to 

criminal convictions and offences, and revised the perimeter of criminally relevant conduct. 

Finally, account should be taken of those provisions of Legislative Decree No 101 of 2018 which did not 

amend Legislative Decree no. 196 of 2003, but govern the so-called transitional regime (see CHAPTER 

VI - Articles 18-27 of Legislative Decree No 101 of 2018). 

These include, in particular: 

• Article 21(1), (2) and (3), which provides that “1. The Italian Data Protection Authority, by 

means of a general measure to be submitted for public consultation within ninety days 

from the date on which this Decree comes into force, shall identify the requirements

contained in the general authorisations already adopted, relating to the processing 

situations referred to in Articles 6(1)(c) and (e), 9(2)(b) and (4) and Chapter IX of Regulation 

(EU) 2016/679, which are compatible with the provisions of the same Regulation and of this 

Decree and, where necessary, shall update them. The measure referred to in this 

paragraph shall be adopted within 60 days of the outcome of the public consultation 

procedure. 2. General authorisations reviewed pursuant to paragraph 1 which have been 

found to be inconsistent with the provisions of Regulation (EU) 2016/679 shall cease to have 

effect from the time of publication in the Official Gazette of the Italian Republic of the 

measure referred to in paragraph 1. 3. General authorisations of the Italian Data Protection 

Authority adopted before the date of entry into force of this decree and relating to 

processing operations other than those referred to in paragraph 1 shall cease to have 

effect on that date";

• Article 22 (4), which establishes that “4. As from 25 May 2018, the measures of the Italian 

Data Protection Authority shall continue to apply, in so far as they are compatible with the 

aforementioned Regulation and with the provisions of this Decree."

Given that the aforementioned Legislative Decree No 101 of 2018 constitutes the national legislation 

adapting the national system to the provisions of the GDPR, which continues to represent the basis of 

the current regulations on the protection of personal data, in the 

12 



D
A

TA
 P

R
O

TE
C

TI
O

N
 M

O
D

E
L 

remainder of this Model reference will mainly be made to the provisions of the aforementioned 

European legislation. 
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7. SCOPE OF APPLICATION OF REGULATION (EU) 2016/679 - GDPR

As regards the material scope of the GDPR, it applies to the processing of personal data wholly or 

partly by automated means and to the processing other than by automated means of personal data 

which form part of a filing system or are intended to form part of a filing system. 

As regards the territorial scope of the GDPR, it applies to the processing of personal data in the 

context of the activities of an establishment2 of a controller or a processor in the Union, regardless of 

whether the processing takes place in the Union or not. 

Furthermore, with an innovative move, the European legislator has established that the GDPR applies 

to the processing of personal data of data subjects who are in the Union by a controller or processor 

not established in the Union, where the processing activities are related to: 

a) the offering of goods or services, irrespective of whether a payment of the data subject is

required, to such data subjects in the Union; or

b) the monitoring of their behaviour as far as their behaviour takes place within the Union.

Cembre Group Companies established in the territory of the Union are required to comply with the 

principles and provisions of the GDPR. Therefore, when processing personal data, they comply with the 

provisions of the aforementioned Regulation and the local national adaptation legislation. The same 

applies to Group Companies located outside the EEA, with regard to the processing of data they 

receive from Group Companies based within the Union and with regard to the internal policies and 

procedures of the Group organisation. They therefore comply with the Guidelines adopted by 

Cembre SpA and disseminated within its Group. 

8. THE MAIN DEFINITIONS PURSUANT TO REGULATION (EU) 2016/679 - GDPR

Data controller:   Article 4, (1)(7) of the GDPR defines "controller" as the "natural or legal person, public 

authority, agency or other body which, alone or jointly with others, determines the purposes and 

means of the processing of personal data; where the purposes and means of such processing are 

determined by Union or Member State law, the controller or the specific criteria for its nomination may 

be provided for by Union or Member State law”. 

Data processor:   Article 4, (1)(8) of the GDPR - defines “processor” as the “natural or legal person, 

public authority, agency or other body which processes personal data on behalf of the controller” 

(see below). 

Persons in charge of processing: the natural persons authorised to carry out processing operations by 

the controller or the processor. 

2 Pursuant to Recital 22, "establishment" implies the effective and real exercise of activity through stable arrangements. 

The legal form of such arrangements, whether through a branch or a subsidiary with a legal personality, is not the 

determining factor in that respect. 
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Filing system: any structured set of personal data which are accessible according to specific criteria, 

whether centralised, decentralised or dispersed on a functional or geographical basis; 

Data subject: the natural person to whom the personal data refers (we are all data subjects). 

Recipient: a natural or legal person, public authority, agency or another body, to which the personal 

data are disclosed, whether a third party or not. However, public authorities which may receive 

personal data in the framework of a particular inquiry in accordance with Union or Member State law 

shall not be regarded as recipients; the processing of those data by those public authorities shall be in 

compliance with the applicable data protection rules according to the purposes of the processing. 

Personal data: any information relating to an identified or identifiable natural person (‘data subject’); 

an identifiable natural person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, an online identifier 

or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or 

social identity of that natural person; 

Sensitive data: personal data revealing racial or ethnic origin, religious, philosophical or other beliefs, 

political opinions, membership of parties, trade unions, associations or organisations of a religious, 

philosophical, political or trade union nature, as well as personal data concerning health or sex life. 

Judicial data: personal data revealing information on criminal records, the register of administrative 

sanctions dependent on a criminal offence and related pending charges; or the status of accused 

person or person under investigation within the meaning of Articles 60 and 61 of the Italian Code of 

Criminal Procedure. 

Genetic data: personal data relating to the inherited or acquired genetic characteristics of a natural 

person which give unique information about the physiology or the health of that natural person and 

which result, in particular, from an analysis of a biological sample from the natural person in question. 

Biometric data: personal data resulting from specific technical processing relating to the physical, 

physiological or behavioural characteristics of a natural person, which allow or confirm the unique 

identification of that natural person, such as facial images or dactyloscopic data. 

Data concerning health: personal data related to the physical or mental health of a natural person, 

including the provision of health care services, which reveal information about his or her health status. 

Processing: any operation or set of operations which is performed on personal data or on sets of 

personal data, whether or not by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, restriction, erasure or 

destruction; 
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Supervisory authority: an independent public authority which is established by a Member State 

pursuant to Article 51; 

Profiling: any form of automated processing of personal data consisting of the use of personal data to 

evaluate certain personal aspects relating to a natural person, in particular to analyse or predict 

aspects concerning that natural person's performance at work, economic situation, health, personal 

preferences, interests, reliability, behaviour, location or movements; 

Pseudonymisation: the processing of personal data in such a manner that the personal data can no 

longer be attributed to a specific data subject without the use of additional information, provided that 

such additional information is kept separately and is subject to technical and organisational measures 

to ensure that the personal data are not attributed to an identified or identifiable natural person; 

Main establishment: as regards a controller with establishments in more than one Member State, the 

place of its central administration in the Union, unless the decisions on the purposes and means of the 

processing of personal data are taken in another establishment of the controller in the Union and the 

latter establishment has the power to have such decisions implemented, in which case the 

establishment having taken such decisions is to be considered to be the main establishment; as 

regards a processor with establishments in more than one Member State, the place of its central 

administration in the Union, or, if the processor has no central administration in the Union, the 

establishment of the processor in the Union where the main processing activities in the context of the 

activities of an establishment of the processor take place to the extent that the processor is subject to 

specific obligations under the Regulation; 

Personal data breach: a breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise 

processed. 

9. GENERAL PRINCIPLES ADOPTED BY THE ORGANISATION

Cembre SpA is required to ensure that the processing of personal data is carried out in compliance 

with fundamental rights and freedoms, as well as the dignity of the data subject, with particular 

reference to confidentiality, personal identity and the right to protection of personal data. 

Security obligations 

Cembre SpA is required to ensure that personal data subject to processing is stored and protected, 

also in relation to knowledge acquired on the basis of the state of the art and technological 

advancement, the nature of the data and the specific characteristics of the processing, so as to 

minimise, by adopting appropriate security measures, the risk of destruction or loss, also accidental, of 

the data itself, of unauthorised access or processing not permitted or not in conformity with the 

purposes of the collection. 
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Appropriate Security Measures 

Cembre SpA is required to adopt a set of technical, IT, organisational, logistical and procedural 

security measures to ensure an adequate level of protection of personal data, both in case of 

processing with electronic instruments, and for processing without the use of electronic instruments. 

General Data 

Data controller 

Cembre Group companies, in carrying out activities involving the processing of personal data, act in 

many cases as data controllers. 

Specifically, the list of personal data processing operations carried out by the Group Companies in 

their capacity as data controllers are listed in the Data Processing Register which they have drawn up 

and keep in accordance with the provisions of Article 30 of the GDPR. 

The Group Companies - as data controllers - operate in compliance with the provisions of this Model 

and, in any case, in compliance with the provisions of the GDPR and the national adaptation 

legislation for the dual purpose of guaranteeing the protection of personal data being processed and 

being able to demonstrate that this is carried out in accordance with sector regulations. 

It should also be remembered that, pursuant to Article 26 of the GDPR, where two or more controllers 

jointly determine the purposes and means of processing, they shall be joint controllers. 

Where the conditions set out in Article 26(1) of the GDPR are met, the Group companies involved in 

the processing shall determine in a transparent manner, by means of an internal agreement: 

• their respective responsibilities for compliance with the obligations under the GDPR, in

particular as regards the exercising of the rights of the data subject, and

• their respective duties to provide the information referred to in Articles 13 and 14 of the

GDPR.

The agreement in question shall duly reflect the respective roles and relationships of the joint 

controllers vis-à-vis the data subjects. The essential content of the agreement shall be made available 

to the latter, who, irrespective of the provisions of the arrangement concluded between the joint 

controllers, will still be able to exercise his or her rights in respect of and against each of the controllers. 
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10. DATA PROCESSOR ON BEHALF OF THE GROUP COMPANIES

  Art 4, (1)(8) of the GDPR - defines “processor” as the “natural or legal person, public authority, 

agency or other body which processes personal data on behalf of the controller”. 

Pursuant to the following Article 28 of the GDPR, where processing is to be carried out on behalf of a 

controller, the controller shall use only processors providing sufficient guarantees to implement 

appropriate technical and organisational measures in such a manner that processing will meet the 

requirements of the GDPR and ensure the protection of the rights of the data subject. 

Article 28 of the GDPR also states that "processing by a processor shall be governed by a contract or 

other legal act under Union or Member State law, that is binding on the processor with regard to the 

controller and that sets out the subject-matter and duration of the processing, the nature and purpose 

of the processing, the type of personal data and categories of data subjects and the obligations and 

rights of the controller". 

The contract or legal act in question must provide in particular - with regard to the controller - for the 

provisions of Article 28,  (3) of the GDPR. 

The data processors are those with individual responsibility for the respective databases. The 

responsibilities shall be set out in writing in the relevant letters of appointment. 

Persons in charge of processing 

The GDPR mentions persons in charge of processing under Article 4, (1) (10) (i.e. in the definition of 

"third party", meaning a natural or legal person, public authority, agency or body other than the data 

subject, controller, processor and persons who, under the direct authority of the controller or 

processor, are authorised to process personal data) and, above all, in Article 29, which, entitled 

"Processing under the authority of the controller or processor", provides that "The processor and any 

person acting under the authority of the controller or of the processor, who has access to personal 

data, shall not process those data except on instructions from the controller, unless required to do so 

by Union or Member State law". 

Based on the latest provisions of Legislative Decree No 101 of 10 August 2018, the current Legislative 

Decree No 196 of 2003, Article 2- quaterdecies entitled “Attribution of functions and duties”, 

establishes that “1. The controller or processor may provide, on his/her own responsibility and within 

his/her organisational framework, that specific duties and functions related to the 
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processing of personal data are assigned to expressly designated natural persons acting under his/her 

authority. 2. The controller or processor shall identify the most appropriate means of authorising the 

processing of personal data by persons acting under his/her direct authority". 

The authorised person is, in short, the person who physically carries out the processing operations on 

personal data. 

It is essential to bear in mind that, in the absence of appointment/authorisation, any operation carried 

out by the employees or collaborators of the controller or the processor on the personal data in 

question will be qualified as processing carried out by third parties. The legislation does not lay down 

quantitative requirements, so that even the mere consultation of personal data may constitute 

processing, which requires authorisation in order to be lawful. 

Companies of the Cembre Group - in compliance with regulations on the protection of personal data 

- formalise the "appointment" of their employees as persons authorised to process personal data 

pursuant to articles 4 and 29 of the GDPR, providing appropriate instructions and ensuring adequate 

training on the subject.

In accordance with the principle of data minimisation, authorisation is in any case limited to data of 

which knowledge is necessary and sufficient for carrying out processing operations. Access 

authorisations are issued and withdrawn by the controller and/or processor, who periodically, and at 

least once a year, carry out appropriate checks to ensure that the conditions underlying the 

authorisation continue to apply. 

The persons in charge of processing shall be designated by the Area Privacy Officer by means of a 

written, countersigned act of appointment. Responsibilities shall be set out in writing in the letter of 

appointment or other documents. Thereafter, the appointees are electronically registered using INAZ 

management software, from which the list can be extrapolated. 

The persons in charge of the processing have received appropriate and analytical written instructions, 

also for similar work groups, on the tasks entrusted to them and on the duties to which they are bound. 

Authentication credentials have been assigned to the persons in charge of processing and 

authorisation profiles have been identified according to the data they can process, the operations 

they can perform and the processing operations they are allowed to carry out. 

A copy of the appointments shall be kept by the data processor in a safe place. 

The appointment of the persons in charge of processing shall be for an indefinite period and shall 

lapse by revocation, resignation, or when the tasks justifying the processing of personal data cease to 

exist. 

In any event, the scope of processing permissible for processors and the relevant authorisation profile 

shall be verified by the processor at least once a year. 

For details of the distribution of tasks, please refer to the Data Processing Register, which shows the 

processing operations that each person is allowed to perform, the types of data to which access is 

allowed and the office to which they belong. 
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As of 1 July 2012, the "Regulations for the use of IT and communication resources", which have been 

adapted in accordance with privacy legislation and following the entry into force of the GDPR, will be 

handed out in paper form to employees in charge of processing upon employment. 

I Employees shall countersign the delivery document for receipt. 

II The data processor has also defined the procedures for assigning identification codes to allow each 

person in charge of processing to access the database processing systems. With the "Procedure for 

managing company IT System accounts", the Company has established the rules by which it 

authorises its users (employees, collaborators, etc.) in an explicit manner, for work purposes only, to use 

the Company IT Systems, understood as a set of computer applications and hardware components 

that support communication and the performance of company processes. An account is defined as 

the set of applications, functions, profiles, authorisations and devices which together constitute the 

way in which each user uses the corporate IT System. 

For general rules on the use of systems, reference is made to the specific "Regulations for the use of IT 

and communication resources" available on the corporate intranet (T:\Procedure 

Organizzative\Regolamenti). Full reference is made here to the said Procedure and Regulations for 

the detailed rules, it being understood that group identification codes are not allowed, except in 

cases expressly authorised by the competent management. 

In any case, the organisational procedure requires that an identification code assigned to a person in 

charge of processing is deleted if the person has resigned. 

System administrator 

The System Administrator is a subjective figure that is not covered by the GDPR. Similarly, it was not 

mentioned in the former Personal Data Protection Code, but only in Annex B to the Code, which was 

repealed following the entry into force of the recent Legislative Decree No 101 of 2018. 

On 27 November 2008, however, the Italian Data Protection Authority issued a specific provision, 

updated in 2009, entitled "Measures and precautions prescribed for data controllers of processing 

operations carried out by electronic means with regard to the attribution of System Administrator 

functions". It continues to apply, insofar as it is compatible with the GDPR and the provisions of the 

revised Privacy Code. 

Pursuant to and for the purposes of the aforementioned provision, the definition of “system 

administrator” covers not only “[...] the professional positions aimed at the management and 

maintenance of a processing system or of its components”, but “[...] also other comparable positions 

from the point of view of the risks relating to data protection, such as database administrators, 

administrators of networks and security equipment and administrators of complex software systems”. 

The System Administrator is therefore the professional role dedicated to the management and 

maintenance of processing systems with which personal data are processed, including database 

management systems, complex software systems - such as ERP (Enterprise Resource Planning) systems 

- used in large companies and organisations, local networks and security equipment, insofar as they

allow personal data to be accessed.
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On the other hand, persons who only occasionally work (e.g. for maintenance purposes following 

failures or malfunctions) on processing systems and software systems are not covered by the above 

definition. 

At the date of writing of this document, the System Administrators are identified as in the Annex. 

Privacy Officer 

Cembre SpA has internally identified the Privacy Officer, as the person in charge of data protection, 

from resources having adequate experience, skills and reliability. The HR Manager of the parent 

company Cembre SpA was appointed as Privacy Officer. This Officer reports to the company's 

Management and assists the data processors in assessing and preparing the actions to be taken to 

comply with data protection legislation. 

The Privacy Officer receives authority from Management to implement agreed applications and 

remind users to comply with them. 

The Officer may be supported by external consultants, agreed with the company’s Management. 

The main tasks of the Privacy Officer vis-à-vis the controller include: 

• Monitoring of data protection legislation and communication to staff

• Collaboration with data processors to implement the requirements of the Italian Data 

Protection Authority and the Italian Communications Authority (including any notifications,

authorisations and updates of forms)

• Identification, together with the processors, of the appropriate measures to enforce data

protection rules, also following legislative changes

• Collaboration with Management for the planning and implementation of training and 

refresher courses for staff on data protection and the security measures taken 

(independently or with the advice of external experts)

• Assistance to staff in the application of regulations, including following legislative changes

The Privacy Officer also provides the Management with an assessment of the application of the 

regulation, contributing to adjusting the provisions, in relation to legal updates. 

The Privacy Officer is delegated by the Management to authorise a person in charge of the function 

concerned to access the network server with the help of the relevant System Administrator and to 

access the data of an absent user, in case of objective work and security needs. 
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ICT Area (IT Systems) 

Cembre SpA has identified resources in the ICT Area with adequate experience, skills and reliability to 

provide support to users at the IT level and interface between internal resources and external suppliers. 

The function reports to the Industrial Technical Department, from which it receives authority to put 

agreed applications into operation and remind users to comply with them. 

The function may be supported by external consultants, agreed with the company’s Management. 

The main tasks with regard to the entire corporate, working and collaborative sector include: 

• ensuring the safe and reliable operation of the IT system and related platforms through regular

monitoring of the status of hardware and software, also with the support of external 

suppliers 

• ensuring the maintenance of the system by suppliers

• assisting staff in case of system failures or errors or changes to the system itself

• updating of security and prevention systems (antivirus, malware intrusion, etc.)

• performing and checking back-ups daily

• the restoration of the entire system or individual files if necessary, also with the support of the 

external supplier.

Purpose of processing 

The purpose of data processing carried out by Cembre SpA in its own right or on its behalf is detailed 

in the Data Processing Register and in the minutes/reports of risk assessment periodically prepared by 

the Internal Audit Department, to be considered referred to herein. Cembre SpA is a company 

engaged in the industrial production and marketing of electrical tools and components, both in the 

domestic and foreign markets. In order to pursue the purposes connected with its activities, it 

processes personal data - both common and sensitive for certain categories of data subjects - of 

suppliers, customers and employees. That said, the processing carried out, whether by electronic or 

manual means, generally relates to the following management purposes: 

• legal and economic treatment of staff, their recruitment and organisation of activities, 

social security and welfare obligations, obligations connected with membership of trade 

unions on the part of employees;

• fulfilment of tax and accounting obligations, as well as fulfilment in compliance with other 

rules, regulations or EU legislation;

• management of customers and suppliers (contracts, orders, payments and collections,

dispatch and receipt of goods, verification of solvency and financial reliability);

• management of movable and immovable assets;

• litigation management;

• protection of the legitimate interests of the data controller.
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The specific purposes of data processing by Cembre SpA are detailed in the specific notice pursuant 

to article 13 of EU Reg. No 679/'16 that the Company has forwarded to its stakeholders, customers, 

suppliers, employees, etc., and published on its website www.cembre.com to which reference is 

made as an integral part of the present Model. 

In order to guarantee the integrity of the data against the risks of destruction or loss, the Privacy Officer 

has assessed, with the technical support of the ICT function, the frequency with which back-up copies 

of the processed databases must be made. 

In any case, a back-up is made at least daily, as required by current legislation. The criteria have also 

been defined in relation to the type of potential risk and according to the level of technology used, as 

set out in the attached procedure. 

In order to guarantee the integrity of data against the risks of data destruction or loss due to computer 

viruses, the Privacy Officer has established, with the technical support of the ICT function, the 

prevention tools and system usage rules to be adopted. 

The solution adopted ensures that the database is constantly and rapidly updated, enabling the 

identification of viruses and malware. 

Regular updating of all software solutions used is also carried out, especially for all security-related 

updates. 

The criteria have also been defined in relation to the type of potential risk and according to the level 

of technology used. 

In the event of loss of information or damage to one or more systems as a result of infection by 

computer viruses, the following steps will be taken: 

• Isolate the system

• Check if there are any other systems infected with the same computer virus

• Clean up the infected system

• Evaluate the need to restore the data from the most recent back-up.

• The incident shall be tracked in a special register.

• Instead, attack attempts that have been intercepted by our protection systems are 

automatically tracked in the systems log.

It is forbidden for anyone to: 

• Make copies on magnetic media or transmissions not authorised by the data processor of 

data undergoing processing.

• Make photocopies or any other copies, not authorised by the data processor, of printouts, 

records, lists, address books and any other material relating to the data undergoing 

processing.

• Remove, delete, destroy without the authorisation of the data processor printouts, records, 

lists, address books and any other material relating to the data being processed.
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• Hand over to persons not authorised by the data processor printouts, records, lists, address 

books and any other material relating to the data being processed.

In order to control access to the premises where the processing takes place, the data processor shall 

draw up and update a list of the offices where the data processing is carried out, appointing a special 

person in charge of processing, with the task of directly controlling the systems, equipment or records 

of access to the premises in order to prevent intrusion or damage. 

The Privacy Offer has also defined the procedures for access to premises where systems or equipment 

for managing and storing processed data are located, which are as follows: 

Server Room A (main): the room (located on the 1st floor of building A) is systematically closed with an 

electric lock and equipped with an access control system (terminal with RFID reader) with registration 

of the time of entry and the code of the entering worker. The list of persons authorised to access it is 

managed and maintained by the Personnel Office. The room is also equipped with: 

• Smoke detectors

• Automatic inert gas fire-fighting system

• Anti-theft alarm system

• Rack air conditioning system

• Redundant power supply

• UPS linked to uninterruptible power supply

Server Room B: the room (located on the -1st floor of building B) is systematically closed with an 

electric lock and equipped with an access control system (terminal with RFID reader) with registration 

of the time of entry and the code of the entering worker. The list of persons authorised to access it is 

managed and maintained by the Personnel Office. The room is also equipped with: 

• Smoke detectors

• Fire extinguishers

• Anti-theft alarm system

• Air conditioning system

• Redundant power supply

• UPS linked to uninterruptible power supply

As mentioned above, the Privacy Officer is entrusted with the task of identifying the Persons in Charge 

of Processing, preparing a specific list and updating it on the basis of the authorisations issued and the 

appointments made, in accordance with the provisions of the Account Management Procedure, 

which governs cases of resignation, and management of access authorisations, indicating, for each 

database, the types of authorisation and their changes and/or variations for each authorised Person 

in Charge of Processing. 

The persons in charge of the IT Systems area must constantly check, by means of special monitoring 

tools, the functioning of the systems with which the data are processed. 
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The purpose of the verification is to check the reliability of the systems with regard to: 

• The security of the data processed

• The risk of destruction or loss

• The risk of unauthorised or improper access

• Their proper functioning also in relation to technological evolution.

If there are obvious risks, the System Administrator must inform the data controller so that the 

appropriate measures can be taken to ensure that the data are processed correctly in accordance 

with the rules in force. 

Preventive security measures are also foreseen in case maintenance work is required. 

In order to avoid destruction or damage, the Privacy Officer, with the help of the competent System 

Administrators, shall ensure the proper management of the media intended for back-up storage. 

The back-up process is scheduled on the basis of a plan agreed with the Privacy Officer, which 

identifies the databases, files and data to be copied and the times at which the operation should be 

carried out so as not to damage the operation of the systems. 

The procedure copies the objects selected in the plan to a dedicated library on disks (in a Raid 5 

configuration) associated with the back-up server, then a second procedure synchronises them to a 

specific library hosted on Amazon Aws cloud servers which guarantees the highest standards of 

security and redundancy. 

The fact that the libraries on which the data is copied are duplicated, and that they are in separate 

and distant places with high security and protection features, guarantees the protection of the media 

used from: 

• Chemical agents

• Heat sources

• Magnetic fields

• Intrusions and vandalism

• Fire

• Flooding

• Theft

Access to the media used for data back-up is controlled. 

Outsourced processing 

The data controller has entrusted the management of certain data processing operations to external 

parties, formally appointing them by means of a letter of appointment. In particular, the data 

controller may decide to outsource the processing of data in whole or in part to third parties, 

appointing them as external data processors, pursuant to 
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Article 28 of the GDPR. In this case, the act of appointment shall specify the data subjects and the 

places where data processing physically takes place. 

In the event that outsourced third parties are not expressly appointed as external data processors, 

they must be considered independent data controllers and therefore subject to the relevant 

obligations, and are therefore directly and exclusively liable for any violations of the law. 

In order to guarantee the security of data transmissions between the offices located throughout the 

territory and possibly towards third parties (data processors or independent data controllers), through 

the use of data transmission devices such as "Modems" and "Routers", the data processor establishes, 

with the technical support of the ICT Function, the technical measures to be adopted in relation to the 

risk of interception or hacking on each system connected to the public network. 

The criteria have also been defined in relation to the type of potential risk and according to the level 

of technology used. 

In particular, the following specifications are defined for each system involved: 

• The measures applied to avoid intrusions

• The measures applied to avoid computer virus infections

The following is a summary of the criteria and commitments made by parties outside the organisation 

for the adoption of security measures to ensure adequate processing. 

This is always without prejudice to the data controller's right to audit the effectiveness and adequacy 

of the organisational and technological measures required of external data controllers. 

Procedure for access, storage and deletion 

Cembre SpA has drawn up a procedure for the exercise of the rights of the data subjects, complete 

with appropriate forms, and has adopted it and disseminated it by means of appropriate 

communication to third parties: 

The Procedure for the Exercise of the Rights of Data Subjects includes the attached forms of: a request 

to exercise rights; a model of a response in acceptance of the aforementioned request to exercise 

rights; a model of a refusal; a form to be sent to a data subject who has made an incomplete request 

to exercise his or her data processing rights; and a model of a response to be sent if the request 

cannot be processed. 

In particular, data subjects may request the deletion without undue delay of personal data or the 

restriction of the processing of personal data concerning him or her on the following grounds: 

• because the data are no longer necessary for the purpose for which they were collected;

• because the data subject has withdrawn consent to data processing,

• because the data subject objects to the processing;
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• because the data is unlawfully processed.

Cembre SpA has therefore stipulated that in the above cases the deadline for deletion is a maximum 

of 7 days. The procedure adopted by Cembre SpA for the exercise of the rights of the data subject 

and related forms are attached. 

Training on these procedures has been carried out within the controller's organisation, as detailed 

below. 

As already specified, all processed data are accessible only to duly trained and authorised staff with a 

letter of appointment and are managed electronically. On paper they are stored in specific archives 

divided according to the category of data subject; therefore, the data controller has instructed the 

relevant staff on the immediate communication of data when requested by a data subject. 

In this sense, data subjects are given access to their data in order to: 

• Change them if they become inaccurate;

• Supplement them also with a supplementary declaration;

• Request their deletion;

Access to personal data: access to personal data is free for those authorised to process the data; 

unauthorised persons who need to access the filing area must be accompanied to avoid 

unauthorised access to the data. 

Access to sensitive or judicial data: only authorised persons may access files containing sensitive or 

judicial data. No persons, even if authorised, are allowed in after closing time. 

Data storage: The GDPR, includes 'storage limitation' among the fundamental principles for processing 

personal data. 

Personal data shall be “[.] kept in a form which permits identification of data subjects for no longer 

than is necessary for the purposes for which the personal data are processed; personal data may be 

stored for longer periods insofar as the personal data will be processed solely for archiving purposes in 

the public interest, scientific or historical research purposes or statistical purposes in accordance with 

Article 89(1) subject to implementation of the appropriate technical and organisational measures 

required by this Regulation in order to safeguard the rights and freedoms of the data subject (Article 5 

(1)(e) of the GDPR). 

Limiting the storage of personal data to the minimum period necessary reduces the risk of it becoming 

inaccurate, outdated or irrelevant. For this reason, the Controller is obliged to provide for a maximum 

storage time that is appropriate and limited to the purposes of the processing. 

Storage limitation is also closely related to the principle of minimisation of personal data processing, 

which states that data must be adequate, relevant and limited to what is necessary in relation to the 

purposes for which they are processed (Art 5(1)(c) GDPR) and to the principle of accuracy, according 

to which data must be accurate, up-to-date and all reasonable steps must 
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be taken to delete or rectify in a timely manner data that is inaccurate in relation to the purposes for 

which it is processed (Art 5(1)(d) GDPR). 

In any case, Cembre, in accordance with the attached procedure, will keep the data of data subjects 

in a form that permits identification of the same for a period of time not exceeding the achievement of 

the purposes for which it was collected. 

Cembre SpA has adopted the procedures and policies necessary to adequately respond to the 

requirements of the legal framework, including: 

• provide, in line with the provisions of Article 13(2)(a) GDPR, the obligation to inform the data 

subject about the period for which personal data will be stored or, if this is not possible, 

about the criteria used to determine that period;

• allow the data controller to prove compliance with the principle of "storage limitation", as 

provided for in Article 5(1)(e) GDPR and compliance with the principle of "accountability" 

(Article 5(2) of the GDPR).

In particular, taking into account the current legal framework and the specificities of the processing 

operations carried out, the data retention policy has the following objectives: 

• identify the criteria for establishing the periods for which personal data are to be stored in 

the context of processing operations carried out both with and without the aid of 

electronic tools;

• define the duration of retention periods for personal data processed in the performance of 

activities by the data controller;

• provide the operational requirements to be implemented in the various processes in order

to ensure the application of this policy by the persons in charge of the processing.

Please note that the data strictly necessary for tax and accounting purposes and for the management 

of the employment relationship, once the purpose for which they were collected has ceased to exist, 

will in any case be kept for a period of at least 10 years and in any case in accordance with the 

provisions of Article 22 of Presidential Decree No 600/1973. 

In particular, Cembre SpA has identified the following data subjects: 

DATA SUBJECTS DESCRIPTION 

Candidates Persons whose personal data are processed in the recruitment and selection 

process, from the moment of screening CVs 

Employees Persons with an employment contract (fixed-term or open-ended) or internship 

contract 

Suppliers Persons belonging to third party companies with contractual supply relationships 

(or similar) 

Collaborators Persons linked to the Cembre Group by a contract of collaboration, including 

external consultants 
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Customers  The customers of the Cembre Group 

In order to calculate the period of data retention and to make up for legal shortcomings and 

loopholes, one of the additional criteria used is the analogical extension of the retention period to 

cover comparable cases which are not regulated under similar rules. 

The statute of limitations for bringing legal actions (defence in court) constituted a further element of 

assessment for the categories of records that are more likely to be involved in litigation procedures. 

I timeframes are applicable to both traditional and electronic documents. 

II The maximum period of time indicated is to be considered applicable to all the documentation 

produced following the provision of personal data and stored in the relevant places (in the case of 

paper storage) or in the servers or IT tools (in the case of data on electronic media), access to which is 

permitted only to personnel authorised by the data controller (persons in charge of processing or 

processors). 
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Specific storage times 

Below, the criteria for the storage of personal data are specified with reference to the categories 

listed above and the relevant time periods identified. 

DATA SUBJECTS DESCRIPTION 

Candidates 

The personal data of unselected candidates are kept for the period strictly 

necessary to pursue the purposes of selecting and hiring personnel. 

In particular, after 12 months from the start of the processing, i.e. from the 

screening of CVs, candidates' data in relation to which no event has taken place 

for the entire retention period foreseen (e.g. modification of personal data, 

scheduling of an interview) must be deleted. 

Employees Personal data relating to employees of the Cembre Group are kept for the 

management of the employment relationship and to comply with legal 

obligations. The same data must be retained after the end of the employment 

contract for the purpose of pursuing requests for the protection of rights and 

interests, with the exception of particular processing operations that may require 

more stringent time limits, such as training and evaluation data. 

Suppliers Personal data relating to suppliers of the Cembre Group must be kept for the 

management of the relationship and to comply with legal obligations. The same 

data must be kept 11 years after the end of the contract for the purpose of 

processing requests for the protection of rights and interests. 

Collaborators Personal data relating to collaborators of the Cembre Group must be kept for the 

management of the collaboration relationship and for the fulfilment of legal 

obligations. The same data must be retained indefinitely after the end of the 

collaboration contract for the purpose of processing requests for the protection of 

rights and interests. 

System administrators log 

The logs of access to the IT Systems will be kept for a period of at least 3/6 months 

in order to allow for ex-post verifications, as allowed by the relevant provision of 

the Italian Data Protection Authority (point 4. 5 of Measure of 27 November 2008). 

Customers Retention periods after termination of the relationship depend on the data 

controller's policies or contractual arrangements and may be based on: 

• Article 2220 of the Italian Civil Code, according to which accounting records

and supporting documents must be kept for 11 years from the date of the last

recording;

• specific consent for marketing activities, in respect of which the data will be

retained until the consent is withdrawn, and for a maximum period of 2 years, 

after which the continued existence of the consent will be verified by direct

communication.
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Appropriate paper-level security measures adopted 

Procedures for the safekeeping of Records and Documents 

• Common Data: Only authorised and duly trained personnel are allowed to access files and 

documents containing personal data in an area to which no unauthorised persons are 

allowed access.

• Access to sensitive or judicial data: Access to files containing sensitive or judicial data is

permitted only to authorised persons. No persons, even if authorised, are allowed in after 

closing time. The records and documents are stored at the headquarters of the data 

controller's organisation, the characteristics of which are listed below.

When records and documents are taken for use, they must be returned to their place before closing 

time. 

**** 

Training Plan 

The management of Cembre SpA requires each new employee to take a module dedicated to the 

protection of personal data as part of the initial training program. 

Training will also be planned on how to manage the IT system and, if necessary on the basis of the 

initial assessment of the new recruit's IT skills, further training on the software applied. 

Persons in charge of data processing outside the staff receive specific training in relation to their 

respective activities. This training is carried out by means of detailed written instructions and/or in 

meetings (e.g. briefings for interviewers). 

In compliance with the provisions of Article 28 and 32 (4) of the GDPR, all persons involved in the 

processing of personal data must be able to provide the Controller with sufficient professional 

guarantees that they meet the training and competence requirements required by the nature of the 

task. In this respect, the training measures aimed at those in charge of processing are intended to 

inform them of: 

1. the secrecy of the confidential component of their credentials and the diligent 

safekeeping of the devices in their possession and for their exclusive use;

2. the safekeeping and accessibility of the electronic device during a processing session;

3. the monitoring and safekeeping, for the whole cycle necessary for the processing 

operations, of the records and documents containing personal data;

4. the monitoring and safekeeping of records and documents containing sensitive or judicial 

personal data entrusted to them for the performance of their tasks until they are returned 

at the end of the operations in such a way that no unauthorised person has access to

them;
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5. the company procedures to be applied for data security and protection, such as changing 

passwords, saving data, updating antivirus software and everything else necessary to 

ensure that the security measures deemed appropriate by the company are in fact 

implemented;

6. authorisation profiles and their areas of application by comparable classes of employees;

7. company policies on the use of e-mail and the Internet, on the video surveillance system

and on the system administrator if the structure requires it;

8. on the rights of the data subject pursuant to Articles 15 to 22.

The staff training plan is also drawn up taking into account the following criteria: 

a) systematic updating of instructions to workers;

b) constant verification of instructions given to employees;

c) periodic update on the security measures adopted.

By signing the appropriate attendance register, the person acknowledges that he/she has received 

appropriate training from Cembre SpA for the correct handling of personal data, and in particular 

that he/she has been informed: 

• the secrecy of the confidential component of their credentials and the diligent 

safekeeping of the devices , in their possession and for their exclusive use;

• the safekeeping and accessibility of the electronic device during a processing session; - the 

monitoring and safekeeping, throughout the cycle necessary for the performance of 

processing operations, of records and documents containing personal data;

• the monitoring and safekeeping of records and documents containing sensitive or judicial

personal data entrusted to them for the performance of their tasks until they are returned 

at the end of the operations in such a way that no unauthorised person has access to 

them;

• the company procedures to be applied for data security and protection, such as changing 

passwords, saving data, updating antivirus software and everything else necessary to 

ensure that the security measures deemed appropriate by the company are in fact 

implemented;

• authorisation profiles and their areas of application by comparable classes of employees;

• company policies on the use of e-mail and the Internet, on the video surveillance system

and on the system administrator if the structure requires it;

• on the rights of the data subject pursuant to Articles 15 to 22.
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ANNEX a) 

RIGHTS OF THE DATA SUBJECT 

RECIPIENTS MANAGEMENT, DATA PROCESSOR 

PURPOSE 

REV. DATE DESCRIPTION DRAFTED Entered into force 

0.0 16/04/2019 First draft Massimo Zazio 

1.0 16/04/2019 
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1. Context and objectives

1.1 Introduction

The General Data Protection Regulation (GDPR - EU Regulation 2016/679) lays down rules relating to 

the protection of individuals with regard to the processing of personal data, as well as rules relating to 

the free movement of such data, and protects the fundamental rights and freedoms of natural 

persons, in particular the right to the protection of personal data. 

The Regulation applies to the processing of personal data wholly or partly by automated means, and 

to the processing otherwise than by automated means of personal data which form part of a filing 

system or are intended to form part of a filing system, where the processing is carried out in the course 

of the activities of an establishment by a controller or processor in the Union, whether or not the 

processing is carried out in the Union, and where the processing relates to personal data of data 

subjects located in the Union and is carried out by a controller or processor who is not established in 

the Union, where the processing activities relate to: 

a) the offering of goods or services to such data subjects in the Union, irrespective of whether 

a payment by the data subject is required; or

b) monitoring their behaviour as far as their behaviour takes place within the Union.

Furthermore, the Regulation applies to the processing of personal data by a controller not established 

in the Union, but in a place where Member State law applies by virtue of public international law. 

On the contrary, the Regulation does not apply to the processing of personal data: 

a) in the course of an activity which falls outside the scope of Union law;

b) by the Member States when carrying out activities which fall within the scope of Chapter 2 

of Title V of the TEU;

c) by a natural person in the course of a purely personal or household activity;

d) by competent authorities for the purposes of the prevention, investigation, detection or 

prosecution of criminal offences or the execution of criminal penalties, including the 

safeguarding against and the prevention of threats to public security.

1.2 The fundamental concepts of privacy 

The following is some basic information on what is defined and prescribed in the Regulation. 

PERSONAL DATA means any information relating to an identified or identifiable natural person (‘data 

subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular 

by reference to an identifier such as a name, an identification number, location data, an online 

identifier or to one or 
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more factors specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person. 

SPECIAL CATEGORIES OF PERSONAL DATA means data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership. Genetic data, biometric data, 

data relating to a person's health or sex life or sexual orientation also belong to this category. 

PERSONAL DATA RELATING TO CRIMINAL CONVICTIONS AND OFFENCES means data revealing 

information relating to criminal convictions and offences or related security measures. 

PROCESSING means any operation or set of operations which is performed on personal data or on sets 

of personal data, whether or not by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, restriction, erasure or 

destruction. 

DATA CONTROLLER means the natural or legal person, public authority, agency or other body which, 

alone or jointly with others, determines the purposes and means of the processing of personal data; 

where the purposes and means of such processing are determined by Union or Member State law, the 

controller or the specific criteria for its nomination may be provided for by Union or Member State law. 

INTERNAL DATA PROCESSOR means the person who processes personal data on behalf of the data 

controller. 

1.3 Rights granted to the data subject 

1.3.1. Right of access 

The data subject shall have the right to obtain from the controller confirmation as to whether or not 

personal data relating to him or her are being processed, and if so, access to the personal data and 

the following information: 

• the purposes of the processing;

• the categories of personal data in question;

• the recipients or categories of recipients to whom the personal data have been or will be 

disclosed, in particular if they are recipients in third countries or international organisations;

• where possible, the expected period of retention of personal data or, if this is not possible, 

the criteria used to determine that period;

• the existence of the data subject's right to request from the data controller, the rectification

or erasure of processed personal data or to restrict or object to their processing;

• the right to lodge a complaint with a supervisory authority;

• where the data are not collected from the data subject, all available information on their

origin;

• he existence of automated decision-making, including profiling, and, at least in those 

cases, meaningful information about the logic involved, as well as the significance and the 

envisaged consequences of such processing for the data subject.
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Where personal data are transferred to a third country or an international organisation, the data 

subject has the right to be informed of the existence of appropriate safeguards with regard to the 

transfer. 

The data controller must provide a copy of the personal data being processed. Where there are 

additional copies requested by the data subject, the controller may charge a reasonable fee based 

on administrative costs. Where the data subject makes the request by electronic means, and unless 

otherwise specified by the data subject, the information shall be provided in a common electronic 

format. 

The right to obtain a copy must not harm the rights and freedoms of others. 

• the time limit for replying to the data subject is, for all rights, 1 month, extendable up to 3 

months in particularly complex cases3;

• the data controller must in any event give feedback to the data subject within 1 month of

the request, even in the event of a refusal;

• it is the responsibility of the data controller to assess the complexity of the response to the 

data subject and to determine the amount of any contribution to be requested from the 

data subject, but only if the requests are manifestly unfounded or excessive (Article 12 (5) 

Regulation 2016/679), or if multiple copies of personal data are requested in the case of the 

right of access (Article 15 (3) Regulation 2016/679); in the latter case, the controller must 

take into account the administrative costs incurred;

1.3.2 Right to rectification 

The data subject shall have the right to obtain from the controller without undue delay the 

rectification of inaccurate personal data concerning him or her. Taking into account the purposes of 

the processing, the data subject shall have the right to have incomplete personal data completed, 

including by means of providing a supplementary statement.  

1.3.3. Right to erasure ("Right to be forgotten") 

The data subject shall have the right to obtain from the controller the erasure of personal data 

concerning him or her without undue delay and the controller shall have the obligation to erase 

personal data without undue delay where one of the following grounds applies:  

a) the personal data are no longer necessary in relation to the purposes for which they were 

collected or otherwise processed;

b) the data subject withdraws consent on which the processing is based if there is no other

legal basis for the processing;

The data subject has the right to withdraw consent if: 

• the data subject has given consent to the processing of his or her personal data for one or 

more specific purposes; or

• personal data revealing racial or ethnic origin, political opinions, religious or philosophical

beliefs, trade union membership and the processing of genetic data, biometric data for the 

purpose of uniquely identifying a natural person, data concerning

3 Use the form "Inability to process the request within one month" form (form E). 
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health or data concerning the sex life or sexual orientation of the individual: the data 

subject has given his or her explicit consent to the processing of such personal data for one 

or more specified purposes, except where Union or Member State law provides that the 

prohibition to process special categories of personal data cannot be lifted by the data 

subject; 

c) the data subject objects to the processing;

d) the personal data have been unlawfully processed;

e) the personal data have to be erased for compliance with a legal obligation in Union or 

Member State law to which the controller is subject;

f) the parent may request the erasure of the personal data of the child who is a minor or over 

whom he or she exercises parental authority.

Where the controller has made the personal data public and is obliged to erase the personal data, 

the controller, taking account of available technology and the cost of implementation, shall take 

reasonable steps, including technical measures, to inform controllers which are processing the 

personal data that the data subject has requested the erasure by such controllers of any links to, or 

copy or replication of, those personal data. 

The above actions do not apply to the extent that the processing is necessary: 

a) for exercising the right of freedom of expression and information;

b) for compliance with a legal obligation which requires processing by Union or Member State 

law to which the controller is subject or for the performance of a task carried out in the 

public interest or in the exercise of official authority vested in the controller;

c) for reasons of public interest in the area of public health;

d) for public interest, scientific or historical research purposes or statistical purposes in so far as 

the applicable right is likely to render impossible or seriously impair the achievement of the

objectives of that processing;

e) for the establishment, exercise or defence of legal claims.

1.3.4. Right to restriction of processing 

The data subject shall have the right to obtain from the controller restriction of processing where one 

of the following applies: 

a) the accuracy of the personal data is contested by the data subject, for a period enabling 

the controller to verify the accuracy of the personal data;

b) the processing is unlawful and the data subject opposes the erasure of the personal data 

and requests the restriction of their use instead;

c) the controller no longer needs the personal data for the purposes of the processing, but 

they are required by the data subject for the establishment, exercise or defence of legal 

claims;

d) the data subject has objected to processing, pending the verification whether the

legitimate grounds of the controller override those of the data subject;
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Where processing has been restricted, such personal data shall, with the exception of storage, only be 

processed with the data subject's consent or for the establishment, exercise or defence of legal claims 

or for the protection of the rights of another natural or legal person or for reasons of important public 

interest of the Union or of a Member State.  

1.3.5. Notification obligation regarding rectification or erasure of personal data or restriction of 

processing  

The controller shall communicate any rectification or erasure of personal data or restriction of 

processing carried out in accordance with Article 16, Article 17(1) and Article 18 of Regulation (EU) 

2016/679 to each recipient to whom the personal data have been disclosed, unless this proves 

impossible or involves disproportionate effort. The controller shall inform the data subject about those 

recipients if the data subject requests it. 

1.3.6. Right to data portability 

The data subject shall have the right to receive the personal data concerning him or her, which he or 

she has provided to a controller, in a structured, commonly used and machine-readable format and 

have the right to transmit those data to another controller without hindrance from the controller to 

which the personal data have been provided, where:  

• The processing is based on:

• the consent of the data subject to the processing of their personal data for one or 

more specific purposes; or

• specific consent of the data subject to the processing of personal data revealing 

racial or ethnic origin, political opinions, religious or philosophical beliefs or trade union 

membership and processing of genetic data, biometric data for the purpose of 

uniquely identifying a natural person, data concerning health or data concerning the 

sex life or sexual orientation of a natural person; or

• a processing contract necessary for the performance of a contract to which the data 

subject is subject or for taking steps at the request of the data subject prior to entering

into a contract; and

a) the processing is carried out by automated means.

In exercising his or her right to data portability, the data subject shall have the right to have the 

personal data transmitted directly from one controller to another, where technically feasible. 

The right to data portability does not affect the right to erasure. That right shall not apply to processing 

necessary for the performance of a task carried out in the public interest or in the exercise of official 

authority vested in the controller. 

The right to data portability shall not affect the rights and freedoms of others. 
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1.3.7. Right to object to processing 

The data subject shall have the right to object, on grounds relating to his or her particular situation, at 

any time to processing of personal data concerning him or her, including profiling based on those 

provisions. The controller shall no longer process the personal data unless the controller demonstrates 

compelling legitimate grounds for the processing which override the interests, rights and freedoms of 

the data subject or for the establishment, exercise or defence of legal claims. 

Where personal data are processed for direct marketing purposes, the data subject shall have the 

right to object at any time to processing of personal data concerning him or her for such marketing, 

which includes profiling to the extent that it is related to such direct marketing. 

Where the data subject objects to processing for direct marketing purposes, the personal data shall 

no longer be processed for such purposes.  

The right to object shall be explicitly brought to the attention of the data subject and shall be 

presented clearly and separately from any other information. 

In the context of the use of information society services, the data subject may exercise his or her right 

to object by automated means using technical specifications. 

Where personal data are processed for scientific or historical research purposes or statistical purposes, 

the data subject, on grounds relating to his or her particular situation, shall have the right to object to 

processing of personal data concerning him or her, unless the processing is necessary for the 

performance of a task carried out for reasons of public interest.  

2. Process of managing the rights of the data subject

2.1 Management of requests received by email 

The data subject can send his / her request: 

I. By writing to the e-mail address privacy@cembre.com. The e-mail must have attached:

a) The "Data Subject Rights Request Form"; (form A) A)

b) Photocopy of a valid identity document of the data subject, if the request comes

directly from the data subject;

c) Photocopy of the valid identity document of the person making the request, if the

request is from a third party (including a family member);

d) Written proxy from the data subject, if the request comes from a third party (including

a family member);

e) Request on lawyer's letterheaded paper, if the request comes from a lawyer;

After receiving and reviewing the requests, it shall acknowledge their contents and initiate the 

appropriate actions, as defined below. 
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Requests received should be kept for the time strictly necessary to finalise them. 

2.2 Management of requests received through other means 

Some requests for information may be received by means of communication other than those 

indicated in the preceding paragraph, such as, for example: 

• e-mail addresses dedicated to other activities (e.g. employee e-mails);

• by post

In the event of a different scenario from the one described in the preceding paragraph, the person 

who receives a request from a data subject must immediately inform the data subject of the existence 

of specific channels dedicated to privacy, indicating their details. For this reason, all staff must be 

trained and informed of the existence of appropriate communication channels for handling requests 

from data subjects. 

Requests should only be dealt with by the internal Privacy Officer. For this reason, no other company 

function should respond to requests that may be made by data subjects. 

2.3 Classification of the request 

2.3.1. Verification of identity 

Following receipt of a request from the data subject, the internal Privacy Officer must verify the identity 

of the data subject.4 

In cases where the documentation received is inadequate, the Privacy Officer or the operator 

appointed by him/her to manage the file will ask the data subject to complete the documentation 

with the missing information, using the form "Form for incomplete request” (form D). In the event of a 

refusal by the requesting party, the Privacy Officer will proceed to reject the request, according to the 

steps using the attached form "Response Form - Rejection” (form B). 

Once all the necessary documentation has been received, the Privacy Officer will inform the data 

subject that the request has been acknowledged. 

2.3.2. Verification of the validity of the request 

Following acknowledgement of the data subject's request, the Privacy Officer or the appointed 

operator shall verify the validity of the request, ascertaining whether the data subject's right actually 

exists. This verification must be carried out on the basis of the following parameters: 

4 The controller should take all reasonable steps to verify the identity of a data subject requesting access, in particular in 

the context of online services and online identifiers. The controller should not retain personal data for the sole purpose of 

being able to respond to potential requests (Recital 64). 
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• existence of data concerning the data subject;

• content of the data concerning the data subject (common, sensitive personal data);

• assessment of the extent of the request in relation to the right exercised (proportionality).

Once the minimum conditions for handling the request from the data subject have been verified, 

depending on the type of request, the Privacy Officer or the operator classifies it. 

2.3.3. Compliance with timeframes 

Requests by the data subject must be processed (even in the event of refusal) without undue delay, 

within the timeframe specified in point 1.3.1. Should particularly complex situations arise, the operator 

of the Privacy Officer may, subject to authorisation by the Privacy Officer, extend the timeframe for 

processing the request. In any case, requests must necessarily be processed within one month of 

receipt/request. 

2.4 Responding to the request 

Once properly catalogued and channelled, the request received from the data subject must be 

processed according to the procedures specifically defined for each type of request. 

2.4.1. Right of access 

2.4.1.1. Identification of the functions responsible for processing the request 

The internal Privacy Officer or the operator, on the basis of the processing associated with the data 

subject making the request, identifies the corporate functions involved in data processing. 

2.4.1.2. Identification of data relating to the data subject 

For each identified corporate function, the Privacy Officer or operator sends a specific request, as 

outlined in the attached template "Data Subject Rights Request Form” (form A). The functions 

receiving such a request must check for the presence of data relating to the data subject. If the 

identified corporate function discovers the presence of data in the systems and/or files of third parties, 

it must inform those third parties of the existence of a request for access by the data subject. 

In order to carry out a full verification of the presence of electronic data relating to the data subject, 

the operator or the internal Privacy Officer may also contact the IT function. 

2.4.1.3. Communication to the Privacy Officer of the data found: 

At the end of their reconnaissance, the identified corporate and IT functions shall inform the Privacy 

Officer of the outcome of their analysis, containing details of all the data processed in relation to the 

data subject. 

2.4.1.4. Communication of data to the data subject 
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Using the attached form "Response form - acceptance" (form C) the Privacy Officer informs the data 

subject of the details of the data processed. The data requested by the data subject must be 

communicated: 

I. electronically: the Privacy Officer (or operator) transfers the data to the data subject at the e-

mail address or mailing address provided;

II. orally: only if explicitly requested by the data subject.

The content of the communication must contain a full and complete copy of only the information 

requested (segregating third-party data and the holder's assessments) and, at the same time, not 

harm the rights and freedoms of others. 

2.4.2. Right to rectification 

2.4.2.1. Identification of the functions responsible for processing the request: 

See point 2.4.1.1. 

2.4.2.2. Identification of data relating to the data subject: 

See point 2.4.1.2. 

2.4.2.3. Communication to the Privacy Officer of the data found: 

See point 2.4.1.3. 

2.4.2.4. Verification of the validity of data rectification: 

The Privacy Officer evaluates and authorises the validity of the data rectification request. This 

assessment, depending on the complexity, is carried out on the basis of the regulations in force. If the 

request for rectification is rejected, the Privacy Officer shall inform the data subject using the attached 

form "Response form - rejection" (form B). 

2.4.2.5. Notification to the data subject of rectification of data 

Using the attached form "Response form - acceptance" (form C) the Privacy Officer informs the data 

subject that the processed data has been rectified. 

2.4.3. Right to erasure ("Right to be forgotten") 

2.4.3.1. Verification of the existence of the data subject's right to erasure of data 

Where the request received from the data subject concerns his or her right to erasure of personal 

data, the operator must verify whether or not there is a legal basis for the data subject to legitimately 

object to the processing. The cases are defined by the GDPR, under article 17. 
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If the request is valid (as defined in paragraph 1) and there are no reasons preventing the request 

from being accepted (as defined in paragraph 3), the operator of the Privacy Officer shall proceed as 

defined in the following points. Otherwise, it rejects the request and notifies the data subject using the 

attached form "Response form - rejection” (form B). 

2.4.3.2. Identification of the functions responsible for processing the request: 

See point 2.4.1.1. 

2.4.3.3. Identification of data relating to the data subject: 

See point 2.4.1.2. 

2.4.3.4. Communication to the Privacy Officer of the data found: 

See point 2.4.1.3. 

2.4.3.4. Communication to third parties: 

Should the identified corporate function detect the presence of data in the systems and/or files of 

third parties, it shall inform such third parties of the existence of a request for erasure by the data 

subject. 

2.4.3.5. Communication to the data subject: 

At the end of the erasure, the functions responsible for processing the request will send confirmation of 

the execution of the operation to the data subject, according to the attached model "Response form 

- acceptance" (form C).

2.4.4. Right to restriction of processing 

2.4.4.1. Verification of the existence of the data subject's right to data restriction 

If the request received from the data subject concerns his or her right to restriction of the processing of 

personal data, the Privacy Officer (or the operator) must verify whether or not there is a legal basis for 

the data subject to legitimately object to the processing. The cases are defined by the GDPR, under 

article 18. 

If the request is valid (as defined in paragraph 1), the Privacy Officer (or the operator) shall proceed as 

defined in the following points. Otherwise, it rejects the request and notifies the data subject using the 

attached form "Response form - rejection” (form B). 

2.4.4.2. Identification of the functions responsible for processing the request: 

See point 2.4.1.1. 
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2.4.4.3 Identification of data relating to the data subject: 

See point 2.4.1.2. 

2.4.4.4. Communication to the Privacy Officer of the data found: 

See point 2.4.1.3. 

2.4.4.5. Identification of methods of restricting processing: 

Once the existence of the right and the validity of the data subject's request have been verified, the 

operator of the Privacy Officer informs the functions involved of the need to restrict the processing of 

personal data. The Privacy Officer shall define the methods for restricting processing and shall ensure 

that the functions involved carry out the restriction. By way of example, processing may be restricted 

by: 

• transferring the data to another system which makes it impossible to process them;

• restricting access to data by users and staff authorised to carry out processing activities;

• digitising any paper databases and applying strict access rules;

• temporary removal of data present online or on websites.

The assessment of the restriction method must always involve all the functions concerned and the 

decision-making process must be documented through appropriate evidence and worksheets. 

Data relating to restricted processing must be appropriately marked in order to make them easy to 

recognise with a view to their possible restoration. 

2.4.4.6. Communication to the data subject 

At the end of the restriction of processing, the Privacy Officer (or the operator) informs the data 

subject of the conclusion of the operations, using the attached form " Response form - acceptance" 

(form C). 

2.4.5. Right to data portability 

2.4.5.1. Verification of the existence of the data subject's right to data portability 

Where the request received from the data subject concerns his or her right to the portability of 

personal data, the operator must verify whether or not there is a legal basis for the data subject to 

legitimately request the portability of his or her data to be processed. 

If the request is valid (as defined in paragraph 1), the Privacy Officer (or the operator) shall proceed as 

defined in the following points. Otherwise, it rejects the request and notifies the data subject using the 

attached form "Response form - Rejection" (form B). 
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2.4.5.2. Identification of the functions responsible for processing the request: 

See point 2.4.1.1. 

2.4.5.3 Identification of data relating to the data subject: 

See point 2.4.1.2. 

2.4.5.4. Communication to the Privacy Officer of the data found: 

See point 2.4.1.3. 

2.4.5.5. Transfer to data subject or new data controller: 

The Privacy Officer shall transfer details of the data processed to the data subject or, where so 

indicated by the data subject, to the new data controller. The transfer of data requested by the data 

subject must take place: 

I. electronically

II. orally: only if explicitly requested by the data subject.

The content of the communication must contain a full and complete copy of only the information 

requested and, at the same time, not harm the rights and freedoms of others. 

It must be verified that the format is interoperable with the systems to which the data are to be 

transferred. This is done by contacting the operator of the target system in order to assess with it 

whether portability to the new controller indicated by the data subject is technically feasible. 

2.4.5.6. Communication to the data subject 

At the end of the transfer process, the operator of the Privacy Officer will notify the data subject of the 

conclusion of the operations, using the attached form "Response form - acceptance" (form C9). 

2.4.6. Right to object to processing 

2.4.6.1. Verification of the existence of the data subject's right to object to data processing 

Where the request received from the data subject concerns his or her right to object to the processing 

of personal data, the operator must verify whether or not there is a legal basis for the data subject to 

legitimately object to the processing. The cases are defined by the GDPR, under article 21. 

If the request is valid (as defined in paragraph 1), the operator of the Privacy Officer shall proceed as 

defined in the following points. Otherwise, it rejects the request and notifies the data subject using the 

attached form "Response form - Rejection" (form B). 
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2.4.6.2. Identification of the functions responsible for processing the request: 

See point 2.4.1.1. 

2.4.6.3 Identification of data relating to the data subject: 

See point 2.4.1.2. 

2.4.6.4. Communication to the Privacy Officer of the data found: 

See point 2.4.1.3. 

2.4.6.5. Communication to the data subject: 

At the end of the process, the functions responsible for processing the request will send confirmation of 

the execution of the operation requested to the data subject, in accordance with the attached form 

"Response form - acceptance" (form C). 

3. Annexes

FILE FILE DESCRIPTION 

A) Data subject rights request form.docx Form that the data subject must use to submit the request. 

B) Response form - rejection.docx Form to be used if the data subject's request is rejected. 

C) Response form - acceptance.docx Form to be used if the data subject's request is accepted. 

D) Form for incomplete request.docx Form to be used if the data subject submits an incomplete 

request. 

E) Inability to process the request form within

one month.docx

Form to be used if the controller is unable to process the 

data subject's request in one month. 
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A- DATA SUBJECT RIGHTS REQUEST FORM

Al  _____________________________ 

(Address to the data controller or processor) 

Object: EXERCISE OF RIGHTS REGARDING THE PROCESSING OF PERSONAL DATA 

The undersigned  _______________________________________________________________________________  

born in  _________________________________________________________________  on 

hereby exercises his/her rights regarding the processing of personal data (REGULATION (EU) 2016/679)5: 

REQUEST MODE 

BY EMAIL 

The data subject can send his / her request: 

II. By writing to the e-mail address privacy@cembre.com . The e-mail will have to have

attached:

f) The "Data Subject Rights Request Form";

g) Photocopy of a valid identity document of the data subject, if the request comes directly

from the data subject;

h) Photocopy of the valid identity document of the person making the request, if the request 

is from a third party (including a family member);

i) Written proxy from the data subject, if the request comes from a third party (including a

family member);

j) Request on lawyer's letterheaded paper, if the request comes from a lawyer;

5 Derogations to the rights recognised by the Regulation are allowed, but only on the basis of national legislation, 

pursuant to Article 23 as well as other articles relating to specific areas (see, in particular, Article 17(3) as regards the right 

to erasure/right to be forgotten, Article 83 - processing operations of a journalistic nature and Article 89 - processing 

operations for purposes of scientific or historical research or statistics). 

47 

mailto:privacy@cembre.com


D
A

TA
 P

R
O

TE
C

TI
O

N
 M

O
D

E
L 

BY ORDINARY MAIL 

III. By writing to Cembre SpA, via Serenissima n. 9- Brescia FAO Privacy Office The request must

have attached:

k) The "Data Subject Rights Request Form";

l) Photocopy of a valid identity document of the data subject, if the request comes

directly from the data subject;

m) Photocopy of the valid identity document of the person making the request, if the

request is from a third party (including a family member);

n) Written proxy from the data subject, if the request comes from a third party (including

a family member);

o) Request on the legal letterhead, if the request comes from a lawyer.

▯ ACCESS TO PERSONAL DATA (tick the options of interest) 
(Article 15 of Regulation (EU) 2016/679) 

The undersigned wishes to have access to the data concerning him/her, namely: 

▯ requests confirmation as to whether or not personal data concerning him/her are being

processed and, if so, asks for access to the personal data and the following information:

a) the purposes of the processing;

b) the categories of personal data in question;

c) the recipients or categories of recipients to whom the personal data have been or

will be disclosed, in particular if they are recipients in third countries or international 

organisations;

d) where possible, the proposed period of retention of personal data or, if this is not 

possible, the criteria used to determine that period;

e) the existence of the data subject's right to request from the data controller the

rectification or erasure of personal data or the restriction of the processing of 

personal data concerning him or her or to object to the processing of such data;

f) the right to lodge a complaint with a supervisory authority;

g) where the data are not collected from the data subject, all available information on 

their origin;

h) the existence of automated decision-making, including profiling as referred to in

Article 22(1) and (4), and, at least in such cases, meaningful information about the 

logic used, as well as the importance and the envisaged consequences of such 

processing for the data subject.
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▯ requests the communication of the same data in an intelligible form, i.e. in a structured, 

commonly used and machine-readable format the personal data concerning him/her (Right 

to Data Portability - Article 20 of Regulation (EU) 2016/679)6 ; 

▯ requests, where personal data are transferred to a third country or international

organisation, to be informed of the existence of adequate safeguards within the meaning of 
Article 46 of Regulation (EU) 2016/679 relating to the transfer. 

This request concerns (indicate the personal data, categories of data or processing referred to): 

▯ RECTIFICATION OF PERSONAL DATA (tick the options of interest) 
(Article 16 of Regulation (EU) 2016/679) 

The undersigned asks to carry out the following operations: 

▯ rectification of data;

▯ completion of data;

▯ updating of data.

This request concerns (indicate the personal data, categories of data or processing referred to): 

▯ ERASURE OF PERSONAL DATA7 (tick the options of interest) 
(Article 17 of Regulation (EU) 2016/679) 

6 The exercise of the right to data portability applies if: 

a) the processing is based on consent within the meaning of Article 6(1)(a) or Article 9(2)(a) or on a contract within 

the meaning of Article 6(1)(b); and

b) the processing is carried out by automated means.
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The undersigned requests the erasure of personal data ("right to be forgotten") on the following 

grounds: 

▯ the personal data are no longer necessary with respect to the purposes for which they were

collected or otherwise processed; 

▯ the undersigned withdraws the consent on which the processing is based in accordance

with Article 6(1)(a) or Article 9(2)(a) and if there is no other legal basis for the processing;

▯ the undersigned objects to the processing pursuant to Article 21(1) and there are no

overriding legitimate reasons for processing, or objects to the processing pursuant to Article 

21(2);

▯ the personal data have been unlawfully processed;

▯ the personal data must be erased in order to comply with a legal obligation laid down by 

Union or Member State law to which the data controller is subject; 

▯ the personal data have been collected in connection with the provision of information 

society services as referred to in Article 8(1). 

This request concerns (indicate the personal data, categories of data or processing referred to): 

▯ RESTRICTION OF THE PROCESSING OF PERSONAL DATA (tick the options of 

interest) 
(Article 18 of Regulation (EU) 2016/679) 

The undersigned requests the restriction of the processing of personal data on the following grounds: 

▯ the undersigned disputes the accuracy of the personal data;

▯ the processing of personal data is unlawful;

7 If you exercise your right to be forgotten by requesting the express erasure of personal data processed by the data 

controller, please note that such data will be stored, in a protected form and with limited access, solely for the purpose of 

investigating and prosecuting criminal offences, for a period not exceeding 12 months from the date of the request and 

will subsequently be securely erased or irreversibly anonymised. 
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▯ although the data controller no longer needs them for processing purposes, the personal 

data are necessary for the undersigned to establish, exercise or defend a legal claim. 

This request concerns (indicate the personal data, categories of data or processing referred to): 

OBJECTION TO THE PROCESSING OF PERSONAL DATA (tick the options of interest) 
(Article 21 of Regulation (EU) 2016/679) 

A) The undersigned requests to object on grounds relating to his or her particular situation, to the 

processing of personal data concerning him or her pursuant to Article 6(1)(e) or (f) including 

profiling on the basis of those provisions. The undersigned requests to object on grounds

relating to his or her particular situation8:

▯ to the processing necessary for the performance of a task carried out in the public interest or

in the exercise of official authority vested in the controller (Article 6(1)(e)); 

▯ to the processing necessary for the purposes of the legitimate interests of the controller or a

third party, provided that the interests or the fundamental rights and freedoms of the data subject 

which require the protection of personal data are not overridden, in particular where the data 

subject is a child (Article 6(1)(f)); 

▯ to the processing of personal data concerning him/her where the personal data are

processed for scientific or historical research purposes or for statistical purposes pursuant to Article 

89(1), except where the processing is necessary for the performance of a task carried out in the 

public interest. 

The undersigned objects to the processing of data on the following grounds relating to his or her 

particular situation: 

8 If you exercise your right to object, on grounds relating to your particular situation, to the processing of your personal 

data pursuant to Article  6(1)(e) or (f), including profiling on the basis of these provisions, we remind you that the controller 

shall refrain from further processing the personal data unless he/she can demonstrate compelling legitimate grounds for 

the processing which override the interests, rights and freedoms of the data subject or for the establishment, exercise or 

defence of legal claims. 
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B) The undersigned requests to object to the processing of personal data collected for the

following purposes:

▯ direct marketing;

▯ profiling.

The undersigned reserves the right to appeal to the judicial authorities or to the Italian Data Protection 

Authority if no appropriate response is received within one month of receipt of this request, even in the 

event of refusal. 

Contact for response: 

Mailing address:  _________________________________________________________________________  

Square/Road  ___________________________________________________________________________  

Municipality  _____________________________________________________________________________  

Province   ____________________________________________________ Postal code 

or 

e-mail:  _________________________________________________________________________________

or 

Fax:  ____________________________________________________________________________________ 

or 

Telephone: _____________________________________________________________________________ 

POSSIBLE CLARIFICATIONS 
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9 Present or attach a copy of an identification document if the applicant's identity cannot be established by other 

means. 
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B - RESPONSE FORM - REJECTION 

Dear Sir/Madam 

______________________________

Object: RESPONSE TO REQUEST TO EXERCISE DATA PROCESSING RIGHTS 

Dear Mr/Ms.  _______________________________  

Having examined your request dated    and received on  ______________________________ 

we would like to provide you with a timely response to your request. 

After carrying out the necessary checks, we inform you that we are unable to accept your request 

regarding: 

▯ access to personal data;

▯ rectification of personal data;

▯ erasure of personal data;

▯ restriction of processing of personal data;

▯ objection to the processing of personal data;

The reasons for refusal of the request are given below: 

For any other request or doubt regarding the exercise of your rights, please contact us at the following 

address: privacy@cembre.com. 

Yours sincerely, 

Privacy Officer 
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C - RESPONSE FORM - ACCEPTANCE 

Dear Sir/Madam 

Object: RESPONSE TO REQUEST TO EXERCISE DATA PROCESSING RIGHTS 

Dear Mr/Ms.  _________________________________  

Having examined your request dated    and received on   _____________________________ 

we would like to provide you with a timely response to your request. 

After carrying out the necessary checks, we inform you of the acceptance of your request regarding: 

access to personal data; 

▯ rectification of personal data;

▯ erasure of personal data;

▯ restriction of processing of personal data;

▯ objection to the processing of personal data;

Detail: 

Having assessed the complexity of the response to be provided and certified that the requests are 

manifestly unfounded or excessive, in particular due to their repetitive nature (Article 12.5 of EU 

Regulation 2016/679), or, considering the request for several copies of the personal data by the data 

subject (Article 15.3 of EU Regulation 2016/679) the data controller deems it appropriate to charge a 

reasonable fee taking into account the administrative costs incurred to provide the information or 

communication or take the requested action amounting to Euro          . 

For any other request or doubt regarding the exercise of your rights, please contact us at the following 

address: privacy@cembre.com. 

Yours sincerely, 

Privacy Officer 
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D - INCOMPLETE REQUEST FORM 

Dear Sir/Madam 

Object: INCOMPLETE REQUEST TO EXERCISE PERSONAL DATA PROCESSING RIGHTS 

Dear Mr/Ms.  _______________________________ 

Having examined your request dated____________and received on____________    , 

we wish to inform you that, in order to comply with your request, it is necessary: 

▯ that you provide us with proof of your identity as an actual data subject;

▯ that the delegate, who made the request on your behalf, provides proof of entitlement to act on

your behalf;

▯ that you provide us with the following additional information so that we can fully and accurately 

identify the personal data you are interested in:
_____________________________________________________________________________________________
_____________________________________________________________________________________________
_____________________________________________________________________________________________
_____________________________________________________________________________________________
_____________________________________________________________________________________________

As soon as we receive the above documents, we will respond within one month of receipt, and will 

send a response to the contact details you have provided. 

For any other request or doubt regarding the exercise of your rights, please contact us at the following 

address: privacy@cembre.com. 

Yours sincerely, 

Privacy Officer 
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E - FORM UNABLE TO PROCESS REQUEST WITHIN ONE MONTH 

Dear Sir/Madam 

Object: UNABLE TO FULFILL REQUEST TO EXERCISE YOUR RIGHTS REGARDING THE 

PROCESSING OF PERSONAL DATA WITHIN ONE MONTH 

Dear Mr/Ms.  _______________________________ 

Having examined your request dated____________and received on____________, 

we wish to inform you that we are collecting the requested data. 

However, since the tasks involved in fully responding to your request are particularly complex, we are 

obliged to extend the deadline for responding to your request by a further 2 months from the date of 

receipt of your request, as provided for in Article 12.3 of European Regulation 2016/679. 

Details of the reasons: 

_____________________________________________________________________________________________ 
_____________________________________________________________________________________________ 
_____________________________________________________________________________________________ 
_____________________________________________________________________________________________ 
_____________________________________________________________________________________________ 

For any other request or doubt regarding the exercise of your rights, please contact us at the following 

address: privacy@cembre.com. 

Yours sincerely, 

Privacy Officer 
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ANNEX b) 

REGULATION FOR THE USE OF INFORMATION AND 

COMMUNICATION RESOURCES 

REVISION DATE DESCRIPTION PREPARED APPROVED 

1.0 
28/02/2019 Revised version to comply with GDPR 

(2016/679). 

Franco Celli Franco Celli 

Cembre S.p.A. 
Tel. +39 030 36921 • Fax +39 030 3365766 

info@cembre.com • www.cembre.com 

Via Serenissima 9 

25135 Brescia 

Italy 

Share Capital Euro 8,840,000 Fully paid-up 

Registered in the Brescia Business Register 

Tax Code and VAT number IT 00541390175 

Registered in the AEE Register (EEE Manufacturers) N° IT 

08020000000309 

Registered in the National PILE Register (Battery and 

Accumulator Manufacturers) N° IT 09060P00000707 
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1. FIGURES AND TERMS USED

Authentication 

Credentials 

Identification code (i.e., "User name" or "UserID") associated with a personal key 

word (i.e., a “password”), badge 

Identification Data name, surname, date of birth, tax payer no., email address, telephone no. 

Particular Data Sensitive and/or judicial personal data revealing: racial or ethnic origin, religious, 

philosophical or other beliefs, membership of political parties, trade unions, 

associations, religious, philosophical, political or trade union organisations, state of 

health and sex life, status as a suspect or defendant in a criminal trial 

Personal data Set of identification and particular data. More generally, all data strictly related to 

an individual 

Data Protection Model Data Protection Model 

Data Protection Officer This is the person formally in charge of assessing and reporting inadequacies with 

respect to the GDPR (EU 2016/679). 

Line Manager or 

Manager 

This person is responsible for requesting authorisation to access the company 

network and the applications for which they are responsible, 

IT Security Manager Head of IT Security 

ICT Manager Head of Corporate IT Systems 

Users Employees, collaborators, trainees and external staff using the company's IT 

resources, i.e. persons in charge of processing personal data, within the meaning 

of the Code 
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Administrators System Administrators and IT Application Administrators 

Code General Data Protection Regulation (GDPR, 

UE2016/679) 
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2. PREMISE

The progressive spread of new information technology and free access to the Internet through 

Personal Computers exposes the information that the company processes as well as the related 

processing tools and media to multiple risks and problems in terms of security and usability of the 

information processed. 

Successful management of information security and the consequent safeguarding of the Company's 

image with customers and all related parties depends on everyone's adherence to a few simple rules 

of conduct. Therefore, users are explicitly asked to adopt an attitude of confidentiality, in a spirit of full 

cooperation with colleagues, customers and all related parties. 

The Company has adopted this Regulation in order to prevent possible unwitting conduct from 

triggering security problems or threats in data processing. 

Each user, in using computer equipment and services in an appropriate manner, is required to know 

and apply these Regulations, a copy of which will be given to each employee, collaborator, 

temporary worker and/or intern and which will be available on the company notice boards, as well 

as on the company intranet at the following link: <T:\Procedure Organizzative\Regolamenti >. 

Failure to comply with or violation of the rules contained in this Regulations can be prosecuted with 

disciplinary measures, as well as according to current legislation. 

3. GENERAL PROVISIONS

All information stored, created, processed, sent or received, in the meaning of the Regulation, by 

means of company computer equipment and systems is and remains information owned by the 

Company. 

The Company explicitly authorises its users, for work purposes only, to use a personal computer, to 

access the company network and applications, to access the Internet, to send and receive external 

e-mail, to send and receive faxes and to use telephone lines.

The Company, with the help of the ICT Manager, is involved in the process by allowing the various 

users to use the IT and communication tools for which they have been authorised and by keeping the 

documentation attesting to this authorisation. 

The Company, through the IT Security Manager and/or the Administrators, has the right to access, by 

means of procedures consistent with the provisions of the legislation in force, at any time and for the 

fulfilment of its own function, the data processed by each user, including the e-mail archives, even in 

the absence of the employee, collaborator, temporary worker and intern, both during and after the 

termination of the employment relationship. 
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The Company may temporarily limit or suspend the availability of IT equipment and services for security 

reasons and/or for the management, update or maintenance of the technological infrastructure. 

The Company, directly or through the ICT Manager, reserves the right to arrange internal checks on 

the application of these rules and, in particular, on the adequacy of the security levels of workstations 

and their use. 

The Company also reserves the right, should the need arise, to access the computer equipment and 

the information contained therein. These activities will be strictly carried out within the limits set by and 

in compliance with current labour legislation (e.g., the Workers’ Statute) and rules on users' privacy 

protection; this for the purposes of security, safeguard of the Company's corporate assets or control or 

planning of corporate activities and costs, as well for verifying compliance with this Regulation. 

All devices may not be used for personal use. If the device is serviced or returned, any personal data 

(including images and videos), and in any case any non-company data, will be destroyed by the 

Company. 

4. PROTECTION OF COMPANY INFORMATION

Professional secrecy 

• The employee may not disclose, publish or communicate in any way to third parties,

directly or indirectly, in whole or in part, the information acquired in the course of

performing the duties for which he or she has been recruited by the Company, nor may he

or she use, exploit or dispose of it themselves or through third parties.

• The employee's obligations under this chapter shall not terminate upon termination of

employment, except with respect to those specific parts of the information that the

employee can prove were already in the public domain at the time of the conclusion of

the employment relationship, or that have subsequently become so through no fault of his

or her own.

Data confidentiality 

Given that "Confidential Information" means all information of any kind, referred to or learned during 

the performance of tasks for which the employee was hired by the company, the employee pledges 

to consider the Confidential Information as strictly private and confidential and to take all necessary 

measures to avoid jeopardising the confidentiality of such information. 

The employee pledges to only use the Confidential Information in order to carry out the task he/she is 

responsible for, and consequently not to use such information in any way that causes damage to the 

Company, or for any other purpose whatsoever. 

The commitments referred to in this chapter do not prohibit the disclosure of Confidential Information 

to: 

62 



D
A

TA
 P

R
O

TE
C

TI
O

N
 M

O
D

E
L 

• directors and employees, even of our subsidiaries, lawyers, auditors, banks or other

consultants of ours who need to know such Information in order to carry out functional

activities for the Company;

• people other than those specified in the previous point, if this has been authorised by the

Company.

The confidentiality obligation does not apply in the case of Confidential Information that: 

o is already in the public domain when it is disclosed to the employee;

o after having been disclosed to the employee, become public for reasons not

attributable to the employee.

The confidentiality commitment referred to in this chapter shall survive the termination of employment 

relationship and until then the information in question will not be made public. 

5. COMPANY IT SYSTEMS

As is well-known, the fixed or mobile personal computer and the relative software and/or applications 

entrusted to the user are exclusively working tools, and therefore: 

• these tools must be looked after in an appropriate manner;

• these tools can only be used for professional purposes (in relation, of course, to assigned

duties) and not for personal purposes, let alone for illicit purposes;

• partial or total theft, damage or loss of these tools must be promptly reported to the

Company.

Any use not inherent to the work activity can contribute to inefficiencies, raising maintenance costs 

and, above all, creating security threats. For the aforementioned purposes, therefore, any action or 

conduct that conflicts with the foregoing rules must be avoided, and that outlined below must also be 

complied with. 

6. PERSONAL COMPUTER

Requesting or directly arranging the installation of external software is permitted only with prior and 

express authorisation from the Company and the ICT Manager, in order to avoid the serious danger of 

introducing computer viruses and altering the stability of computer applications; the use of software 

that is not officially distributed is thus forbidden. 

The ICT Manager, in agreement with the IT Security Managers, has the right to waive the use of 

certified software. This decision must be justifiable and documented. 

In particular, except in cases of express authorisation by the Company, employees are not allowed: 
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• To use software and/or hardware tools to intercept, falsify, alter or suppress the contents of 

electronic communications and/or electronic;

• To change the settings of their PCs;

• To connect to external networks via wireless devices, telephone modems, cell phones, 

PDAs and similar equipment at Company premises;

• To directly access the basic services of the network through potentially harmful utility 

software, unless expressly authorised by the competent technical functions ("ping" and

similar utilities, "probe" networks, racket monitors, port scanners, etc.);

• To install and use messaging, file exchange, peer-to-peer or similar services on company 

devices (e.g. Skype, Netmeeting, e-mule, WEtransfer, etc.).

To use Company data and applications on the employee's personal devices is normally prohibited 

except in the case of specific authorisation from the Management. 

Personal Computers must always be switched off at the end of the user’s daily working activity in order 

to prevent their use by third parties and without there being the possibility to subsequently prove 

improper use of PCs; before a prolonged absence from his/her workstation, the employee must switch 

off or disconnected his/her PC from the work session and place it in a locked state, especially if the PC 

is connected to the company network. Before a prolonged absence from one's own workstation, it is 

recommended to put the system on stand-by mode, in order to reduce energy consumption and 

contribute to environmental protection. 

Exceptions are possible complex processing requirements that do not require the presence of the user 

(e.g., night batch processing). 

Use of USB ports to transfer information is normally prohibited. Specific demands must be expressly 

authorised by the Security Managers. 

Each user must pay utmost attention to any external medium and in particular, CDs, DVDs, USB keys 

and external hard disks, immediately informing the Company and Security Managers in the event that 

viruses are detected. 

Additional Rules for Laptop Computers 

The user is responsible for the Laptop Computer assigned to him/her by the Company through the IT 

Manager and must guard it diligently during travel and during use in the workplace, avoiding leaving 

it unattended in places open to the public or leaving it visible in the car. 

In particular, the user must: 

a) use the equipment exclusively for work purposes, and not for personal use;

b) use the Laptop Computer in accordance with the best practices for their use and in 

compliance with any user's manual provided;

c) promptly report to the Support Services Managers any malfunctioning of equipment or, 

after reporting to the Company and the competent authorities, the total or partial theft of 

the equipment;
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d) not dissemble the fixed parts, tamper with or modify, even partially, directly or through third 

parties, any component and part of the original equipment, except when this is reasonably 

required or done by the Support Service personnel;

e) Neither assign nor transfer the equipment to third parties;

f) return the equipment at the Company's request, according to internal procedures;

g) keep Laptop Computers in a safe place when not in use;

h) in case a wireless board or a a wireless modem is provided to the user for connecting the 

Laptop Computer to the intranet/internet, the user must follow the related instructions for 

use provided by the Company or the ICT Manager.

i) Return the Laptop Computer after having carefully destroyed any personal data that was

accidentally stored on it.

In order to protect the information stored on them, all the Laptop Computers have mass storage 

devices (Hard Disks) protected by an encryption system, so as to avoid unauthorised persons access 

the data on a lost or stolen Laptop Computer. 

7. PRIVATE USER DATA

Any private user data and documents may not be stored on the PC provided. Technical inspections 

and/or appropriate analysis of computer data targeted at the risk area may be carried out in case of 

specific organisational, production and work safety needs. These inspections could involve the users' 

private data. Please refer to the “Controls” chapter for further details on implementation and the 

adopted measures. 

8. AUTHENTICATION CREDENTIALS

For external personnel authorised to access the Company's IT systems, temporary authentication 

credentials shall be created, the duration of which will be defined according to the duration of their 

intervention or related contract. 

The Company IT Systems’ user passwords must be used for network access, screen savers, access to 

the central computer and, when required, for access to applications. 

These passwords must be kept by the user with the utmost diligence and not disclosed to anyone. 

Moreover: 

a) first-access passwords are assigned by the ICT Manager through the Administrators, are

communicated to the user through the appropriate structures and are only valid for access 

after the first one. The user must therefore change the password on first access and 

subsequently, according to the frequency and the rules listed below;

b) the screen-saver password must be activated by the user on each computer by setting - if 

not already set - a maximum waiting time of 30 minutes of computer inactivity.
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c) if the user has to leave his/her PC station unattended for a short time, he/she must activate 

the session lock by simultaneously pressing the <WIN> and <L> keys

The composition and management of passwords must comply with the following rules: 

d) they must be composed of at least eight characters;

e) must use both upper and lower case characters;

f) they must use a mixture of letters and numbers;

g) the maximum duration of each password is one hundred and eighty days;

h) upon expiry of the password, a new one must be set that is different from the previous five 

passwords; 

i) after three consecutive failed attempts entering the password, access becomes blocked 

and only the Administrator can unlock it;

j) the password must be changed immediately if it is suspected that it is no longer a secret;

k) it is forbidden to the user to communicate his/her password to others or to use other user’s 

passwords to access the network or software,

l) it is strongly recommended not to use functions that allow the automatic storage of access

passwords, especially in the Web environment.

m) it is finally recommended not to use one's own "corporate" passwords out of the

workplace. For example, for private e-mail boxes.

9. COMPANY COMPUTER NETWORK

Network units (servers and network disks) are areas for the sharing of strictly professional information 

and cannot in any way be used for different purposes; therefore, any file that is not related to the 

work activity cannot be transferred, even for short periods, into these units. 

In the event of a change in his/her job, the user is required to inform his/her Manager of any access 

authorisation that may not be conform to the new job, if these have not already been detected by 

the Manager. 

The control of document printouts is the user’s responsibility; the user must minimise the risk of 

unauthorised persons accessing document printouts. 

IT staff may at any time remove any file or application that they deem to be a security risk both on 

users' and managers' PCs and on network drives and/or other IT resources. 

Each user must regularly clear their archives (at least once every three months), deleting all obsolete 

or useless files. Particular attention must be paid to data duplication, as redundant archiving must be 

avoided. 

In order to keep the use of the internal network safe, access to the corporate network via non-

corporate PCs or other devices is prohibited, except in the cases provided for in the following section 

“Additional rules for external personnel”. 
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It is also possible to connect to the company network from outside the Company premises. In this 

case, remote access to the Company internal network must take place using the security methods 

and rules established by the Company. 

External personnel can be granted a network user account, accessible through the Company 

intranet. This user account shall expire on the expiry of the related contract. 

It is the Security Manager’s responsibility to inform external personnel about the Company security 

rules and to supervise - including through the ICT Manager - compliance with the said rules. 

Additional Rules for External Personnel 

The Company’s external personnel must use the equipment provided by the Company in order to 

connect to the Company network. Other methods of access must be explicitly authorised by the ICT 

Manager. 

In very exceptional cases, the use of non-corporate equipment may be permitted in compliance with 

the following measures: 

a) written authorisation for use from the client company;

b) preventive verification of the external computer settings, to be carried out by the IT

Systems personnel.

c) written commitment by the external personnel to keep up-to-date the previously verified 

security measures upon each access to the corporate network.

The following is not permitted: 

a) direct access to the basic services of the network through potentially harmful utility

software, unless expressly authorised by the competent technical functions ("ping" and 

similar utilities, "probe" networks, racket monitors, port scanners, etc.);

b) to install, set-up and use messaging, file exchange, peer-to-peer or similar services on 

company devices (e.g. Skype, Netmeeting, e-mule, etc.)., unless expressly authorised the 

competent technical functions.

10. E-MAIL

Generally, the information processed by e-mail is sent unencrypted and can be intercepted along 

the network. Therefore, it is necessary that all users only use the tools set out by the Company to 

ensure adequate protection. 

E-mail should not be used for the exchange of classified, confidential information with persons and 

entities that are external to the Company; in case of proven need, protection or encryption

mechanisms must be used. Regarding the security of incoming mail, taking into account the 

characteristics of the network as a whole and the connected security issues, mechanisms are 

provided to protect against computer viruses and malicious software (malwares).
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It is recommended to be cautious when deciding whether to open email attachments and carefully 

evaluate the reliability of the sender; with regard to the origin of the emails, it is worth considering that 

it is easy to “impersonate” a sender, especially for people sending “malicious” messages. 

The use of obscene, deceptive, defamatory language or images, and the creation or spreading of 

mass mailings (spamming) or of so-called "chain letters", is expressly prohibited. 

Sharing an email address with people outside the Company without the explicit consent of the owner 

is not permitted. It is forbidden to send messages containing Company secrets or documents 

containing Company know-how to the outside. In the event that this becomes necessary, the 

appropriate transmission methods and signing of appropriate confidentiality agreements must be 

considered. 

To optimise technical and data transmission infrastructure, the following rules must be respected: 

• Only send attachments in a compressed format;

• limit the size of the message sent. An excessively large attachment may prevent the message 

from arriving or require excessive use of resources; to this end, the maximum size for attachments

should not exceed 10 Mbytes (however, it is recommended not to exceed 5 Mbytes);

• documents containing confidential internal information and/or particular data sent outside 

the Company must be password protected (e.g.,by sending password-protected compressed

files or using FTP services);

• do not open, but delete any e-mail message from unknown or unreliable senders;

• periodically clean your electronic mailbox, deleting useless documents and above all, bulky 

attachments which, if they must be kept, must be transferred as soon as possible to personal 

folders on the IT System;

• Avoid replying to a message by attaching all the previous messages as much as possible;

• Do not participate in non-professional forums and/or blogs or register for unnecessary 

distribution lists, chats, discussion groups, commercial mailings or non-professional guest books, 

even using pseudonyms (i.e., "nicknames"); when this is necessary, promptly request the 

subscription to be deleted.

In order to ensure the proper functioning of the Company e-mail service and minimise access to 

personal data, in compliance with the principle of necessity and proportionality, the system can be set 

up to automatically send responses containing the email address of another person or other useful 

ways of contacting the Company or Office in the event of scheduled absences, long absences, 

management change or contract termination. The Company has the right to view incoming and 

outgoing emails of the account assigned to the employee, collaborator, temporary worker and intern 

in order to protect the Company assets in the event of long or scheduled absences, an emergency or 

the termination of the employment relationship. 

When it is impossible to proceed as above, and in order not to prejudice the necessary timeliness and 

effectiveness of the intervention, IT Personnel, with the authorisation of the user's Management, 
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will be able to access the e-mail box for the purposes indicated above only. 

Please note that electronic documentation, which constitutes protected technical or commercial 

business "know-how" for the Company (protected under Article 6 bis of the Royal Decree No 1127 of 

29.6.1939) or which is marked by wording or warnings aimed at highlighting its confidential or secret 

nature cannot be communicated externally without prior authorisation from the Company; this in 

order to protect the Company's assets. 

11. INTERNET

The Company shall encourage and support by all means an appropriate use of the Internet. 

The use of the Internet for non-corporate purposes is prohibited and the infringement of this prohibition 

can lead to disciplinary sanctions. 

Specific authorisation is required for access to the Internet, which is sent to the IT Systems by the 

Company Management at the request of the Office/Area Manager. 

Internet access may be revoked at any time by the Company Management. 

Only authorised users may use the internet browsers, and only for corporate business purposes. 

Internet access requires special attention, as it entails some security risks, such as: 

• Unwitting loading and execution of malicious codes (computer viruses, spyware, 

backdoors);

• loss of individual and corporate confidentiality;

• the download of material which is subject to copyright or is otherwise unlawful.

Users are required to observe the following rules: 

• do not transfer files from unknown websites to your computer (download) other than for 

work-related reasons;

• do not use the corporate internet connection to participate in non-work-related forums;

• do not download and or use free software or shareware taken from websites, nor any other 

copyrighted material unless expressly authorised by the Company;

• do not execute a mobile code (Java applet, Activex) of unknown origin;

• it is forbidden to carry out any kind of financial transaction including remote banking, online 

purchases and similar, except when directly authorised by the Company and in 

compliance with normal purchase procedures;

• the dissemination of information that may affect the market value of the Company or its

Customers is prohibited.

• Without prejudice to the prohibition of Internet access for non-business purposes, Internet 

access is also prohibited, by way of example:
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O  to visit websites containing obscene or offensive material, or in any case not 

consistent with the ethical values on which the Company is founded; 

O  to engage in or solicit economic activities with a view to personal gain; 

O  to disclose or publish confidential information such as financial information, 

marketing strategies, new business activities, ideas on new product lines, 

customer lists, technical information, product composition, content of 

contracts and agreements, access codes, etc.; 

O  to misrepresent personal ideas as if they were the own of the Company or of 

Clients; 

O  to interfere with the tools and normal operations of updating and managing 

the company network, which reduce the risk of spreading computer viruses. 

To mitigate these risks, the Company can set up filters on the most critical websites. 

However, the Company considers any internet browsing on websites that are not pertinent to the 

user's work tasks and any internet browsing that causes inconveniences to the Company, to be the 

user’s responsibility and to constitute grounds for disciplinary sanctions. 

Access to External Websites 

In order to avoid any browsing on websites which are not pertinent to the user's work tasks, the 

Company informs that it has adopted a specific automatic blocking or filter system to prevent 

operations such as uploading or accessing certain websites and/or categories of websites included in 

a black list or in specific categories. 

When the user, within the sphere of his/her work, needs to access websites that require him/her to 

register, the user must submit an express request to the Company Management; the user may also be 

requested by the Company Management to access websites requesting user registration for obtaining 

access credentials. In these cases, the user must comply with the rules of section 8 above for the 

management of his/her corporate credentials (confidentiality and non disclosure of credentials to 

third parties), and must request authorisation from his/her Management. 

12. SOFTWARE LICENSES

The Company confirms its commitment to only use original software licensed by the manufacturer. 

All Company computers are delivered by the manufacturer complete with a set of officially licensed 

or freeware software (e.g., Windows Operating System, antivirus, etc.). 

The Company, also through the ICT Manager, may use special software tools to periodically take - 

automatically or manually - an inventory of all the software present on each personal computer. 
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13. ANTIVIRUS

Every Personal Computer is equipped with antivirus protection software that must not be deactivated 

for any reason. 

It is the user's responsibility to use the supplied antivirus software to thoroughly scan any removable 

medium (floppy disks, CD-ROMs, USB keys, etc.) for viruses before using it on his/her computer, even if 

the removable medium comes from colleagues. 

Before taking any action, the user must immediately inform the Security Managers of any antivirus 

software messages regarding software anomalies or the detection of viruses that cannot be deleted. 

14. DATA STORAGE

It is strongly recommended not to store corporate information on individual computer stations (local 

computers, etc.), unless when really needed and therefore authorised by the relevant Manager. 

Each user is responsible for the back-up of any corporate information and data exceptionally stored 

on the hard disks of his/her computer. The frequency of these back-ups must be decided by the 

individual user based on the criticality of the archives concerned (importance, size, reconstruction 

difficulties, etc.); it is however recommended to create a back-up at least once a week. An annual 

test must be carried out to verify the ability to reread the media and reconstruct databases. 

Each user has a standard-size personal folder in the network server ("U” disk) for physically storing 

data. Access to a personal folders is reserved for the registered user who is the owner of the folder as 

well as, merely for security purposes, the Administrators. 

To retrieve data from personal folder backups on the server, a request must be submitted to the IT 

Systems Personnel. 

Users are required to periodically clear the archives by deleting obsolete or useless files; particular 

attention must be paid to avoid unnecessary duplication of data. 

15. USING THE TELEPHONE, SMARTPHONE AND FAX MACHINE

In order to contain telephone service costs and protect corporate assets, an electronic switchboard is 

installed that automatically records the numbers called and the duration of conversations. 

It is recommended to limit the use of the Company's telephone lines, mobile phones and fax 

machines to work communications. 

Using the telephone line, mobile phones or fax machines for private purposes is not permitted. 
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The employee/collaborator is required to limit the reception and execution of personal phone calls on 

the Company telephone lines only for exceptional cases, and for cases of objective and proven 

need, and is required to minimise the duration of conversations as much as possible. 

The use of private mobile phones must not interfere with work activities and must not disturb the work 

environment. The use of these devices is understood to only be permitted in the event of an 

emergency and after having reported to the Manager concerned and having obtained his/her 

permission. 

16. MAGNETIC AND OPTICAL MEDIA

All removable magnetic and/or optical media containing personal data as well as information 

constituting corporate know-how must be treated with particular care to avoid their content being 

stolen, altered, and/or destroyed or recovered after intentional deletion. 

In order to ensure the destruction and/or non-usability of removable magnetic media containing 

personal or sensitive data and/or Company know-how, each user must contact the IT Systems 

personnel and follow the instructions given by them. 

Magnetic and/or optical media containing particular data can, upon request and evaluation of the 

Manager, be marked with an appropriate label bearing the words: "It may contain particular data 

according to the current legislation on the protection of personal data. Respect Company 

procedures ". 

The magnetic supports, properly labelled, must be kept in locked archives/drawers; moreover, before 

being disposed of they must be rendered mechanically unusable (e.g., the CD-ROM must be broken), 

particularly if they contain personal data. 

The disposal of reusable magnetic media (floppy disks, rewritable CDs, cassettes, cartridges, USB keys) 

containing confidential information must be done with particular care, in order to prevent the media 

contents from being recovered. To this end, data must be deleted in a secure manner. 

17. CHECKS

Upon detection of anomalies in the IT system (bandwidth performance, suspected attack or intrusion, 

etc.), the Company shall deliver a preventive and specific information to the user concerned, 

reserving itself the right to verify accesses to the Internet and their duration, in full compliance with 

current legislation. 

The Company shall consider any undue use of computers the responsibility of the users, including in 

view of applying disciplinary sanctions. 

For the purposes of transparency, the Company informs that it is the ICT Manager’s responsibility to 

carry out the necessary and appropriate technical checks and/or analyses on computer data, 

specifically aimed at the risk areas, to meet specific organisational, production and security 

requirements. IT data 
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are stored in their entirety for the time strictly necessary to resolve any problems encountered and 

then used for statistical purposes and future technical interventions, without any link to individual 

users. 

As well as for IT system security purposes, as well as for controlling and programming costs, or the 

protection of corporate assets in the broadest sense, the Company Management has the right to 

directly access - through the IT Systems personnel and in full respect of privacy legislation - all the 

corporate IT tools and the documents contained therein and the telephone traffic records. 

18. COMPLIANCE WITH PERSONAL DATA PROTECTION PROVISIONS

Any communication sent/received that has relevant contents or contains contractual or pre-

contractual commitments for the Company must be authorised/viewed by the Management; in 

doubtful cases it is recommended to refer to the procedures in place for ordinary correspondence 

and for faxes, also referring to that specified in the Organisational Privacy Model of the Company. 

In addition to this Regulation, general provisions on Personal Data Protections contained in the Data 

Protection Model of the Company and the ICT Manager must be complied with, as well as to that 

specified in the letter of appointment of the data processor and/or his/her appointee. 
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ANNEX c) 

DATA BREACH MANAGEMENT PROCESS 

RECIPIENTS 

PURPOSE 

Rev. Date Description Drafted Entered into force 

0.0 19/04/2019 First draft Massimo Zazio 

1.0 19/04/2019 
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1. INTRODUCTION

The company CEMBRE SpA (hereinafter the "Company") is obliged pursuant to Regulation (EU) 

2016/679, to keep personal data safe and to respond promptly and adequately to data security 

violations, including the reporting of such violations to the Italian Data Protection Authority for all the 

obligations envisaged by the aforementioned Regulation. 

It is essential to take prompt action in the event of actual, potential or suspected breaches of security 

or confidentiality of personal data in order to avoid the risk of harm to individuals, businesses and 

prevent serious financial, legal and reputational costs. 

2. PURPOSE

The purpose of the Data Breach Management Policy is to provide CEMBRE SpA staff with strategic 

guidelines for the effective and efficient management of security incidents involving personal data 

breaches. 

The term “personal data security breach" means any event that accidentally or unlawfully involves the 

destruction, loss, modification, unauthorised disclosure or access to personal data transmitted, stored 

or otherwise processed, pursuant to Article 4 of EU Regulation 2016/679 (“General Data Protection 

Regulation", hereinafter GDPR). 

Such personal data security breaches can be identified as follows: 

• Breach of confidentiality in case of unauthorised or accidental disclosure of or access to

personal data;

• Breach of availability, in case of unauthorised or accidental loss of access to or destruction 

of personal data;

• Integrity breach, in case of unauthorised or accidental alteration of personal data.

The most common causes can be categorised into: 

• Unintentional and accidental breach: the most practical example is the loss of a paper 

medium, such as a document, or an electronic medium, such as a USB flash drive;

• Theft: with clear unlawful intentions, such as the theft of said paper and/or electronic

media;

• Unlawful intentionality on the part of employees: this occurs when the breach is caused by 

a person within the organisation gaining authorised access to information, but then 

processing it unlawfully.

• Unauthorised Access/Data Alteration: occurs when an attack is carried out with the aim of 

gaining unauthorised access to computer systems, acquiring personal data and/or 

altering/disclosing them.

3. STAKEHOLDERS

The Stakeholders involved in the Breach Management process are listed below: 
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• Italian Data Protection Authority

• Employee

• Data subject

• data processor affected by the breach (Privacy Officer)

• Investigation Manager (Head of function concerned)

• Data controller

• Consultant
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X X X X 
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data security 

breach reporting 

form 

X X 

Step 2: risk assessment 

Assessment of 

possible risks 

X X X 

Determination of 

corrective actions 
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Definition of the 
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Step 3: Containment, eradication and restoration 

Assessment of the 
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4. DATA SECURITY BREACH MANAGER

Personal data security breaches are managed by the data controller whose area of responsibility was 

affected by the breach; this controller acts on behalf of the data controller, i.e. the legal 

representative of CEMBRE SpA, in collaboration with the head of the IT department. 

5. PROCEDURE FOR MANAGING DATA SECURITY BREACHES

In the event of a personal data security breach, it is essential to ensure that it is dealt with immediately 

and appropriately to minimise the impact and consequences of the breach and prevent its 

recurrence. 

In line with best practice, the following five steps should be followed in responding to a data security 

breach: 

• Step 1: identification and assessment of the incident

• Step 2: risk assessment

• Step 3: containment, eradication and restoration

• Step 4: Notification

• Step 5: review and tracking

Step 1: Identification and assessment of the incident 

The identification and assessment phase involves the following flow: 

I. As soon as a Company Employee becomes aware of an actual or suspected personal data

security breach, he or she shall immediately report the incident to his or her Department 

Head.

II. Upon receipt of the report, the Department Head shall immediately report the incident to

the data processor;

III. The data processor:

a. Appoints an Investigation Manager who will be responsible for coordinating the analysis of 

the alleged breach.

IV. The Investigation Manager takes charge of the report:

a. It conducts, with the support of the IT department and/or the data processor, or any

other suppliers involved, an initial assessment of the incident by determining whether a 

personal data security breach has occurred;

b. In the event of a breach, it is responsible for acquiring, preserving and documenting

evidence.

c. It carries out an analysis of the evidence in order to establish:

i. What personal data is involved in the breach;

ii. The cause of the breach;

iii. The extent of the breach (the number of people affected).
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V. Following the analysis, it shall inform the data controller and the data processor(s) involved in

the breach.

VI. The Investigation Manager, in cooperation with the Controller(s) affected by the breach,

completes the Data Security Breach Reporting Form (Appendix 1).

Step 2: risk assessment 

Following an incident, an assessment of possible new risks related to the breach must be carried out. 

The analysis is aimed at identifying appropriate measures to contain or eliminate the intrusion and 

assessing the need to implement communication and notification procedures. 

The information provided in the data security breach reporting form will be useful at this stage. 

I. The data controller in cooperation with the Investigation Manager and the data processor(s) 

affected by the breach shall review the incident report:

a. Assess possible risks, analysing possible impacts and probabilities of occurrence

following the breach:

i. Consequences for people:

- What are the potential negative consequences for individuals

- How serious or substantial are those consequences

- How many individuals are involved

ii. Consequences for the Company (type of risk) :

- Strategic and operational

- Legal

- Financial

- Reputational

- Continuity of service levels

b. They determine, where appropriate, what further corrective action should be taken, 

based on the incident report, to mitigate the risks related to the breach and prevent its 

recurrence.

II. The Investigation Manager, following the assessment:

a. Prepares an incident report that states (where applicable):

i. A summary of the security breach;

ii. The people involved in the security breach;

iii. Details of the information, computer systems, equipment or devices involved in 

the security breach and any information lost or compromised as a result of the 

incident;

iv. How the breach occurred;

v. Actions taken to resolve the breach;

vi. The impact of the security breach;

vii. The potential consequences of the security breach;

viii. Possible courses of action to prevent the security breach from happening

again;

ix. Recommendations for future actions and improvements in data protection as

relevant to the incident.
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b. Provides the report on the incident to the data controller and to the data processor 

affected by the breach.

Step 3: Containment, eradication and restoration 

Once it is determined that a data breach has occurred, the company must take immediate and 

appropriate action to limit the breach. 

I. The data controller:

a. Evaluates any actions to be taken, suggested as a result of the analysis, in order to 

contain the incident, mitigate the risks, eradicate any threats, and restore normal 

operations;

b. It informs the actors involved of the measures to be taken in order to contain the

breach and coordinates efforts;

c. It determines whether it is appropriate to notify affected persons immediately (e.g. 

where there is a high risk of serious harm to persons).

Step 4: notification 

Based on the assessment of the risks and consequences: 

I. The data controller and the data processor:

a. Determine whether it is necessary to notify individuals/entities outside the company of 

the breach:

i: i. The Italian Data Protection Authority, pursuant to Article 33 of the GDPR: 

- The Supervisory Authority MUST be notified of the data breach not later 

than 72 hours after having become aware of it. If notification is

delayed, reasons must be justified;

- Within the notification:

a. Describe the nature of the personal data breach including, 

where possible, the categories and approximate number of 

data subjects involved and the categories and approximate 

number of personal data records involved;

b. Provide the name and contact details of the Data Protection

Officer or other contact point from which more information

can be obtained;

c. Describe the likely consequences of the personal data breach;

d. Describe the measures taken or proposed to be taken by the

controller to remedy the personal data breach and also, 

where appropriate, to mitigate its possible negative effects.

NB: If the breach poses a high risk to the rights and freedoms of individuals, 

notification to the Supervisory Authority is mandatory. 
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At the time of writing this document, the Italian Data Protection Authority 

does not have a detailed procedure describing the notification 

procedures. Until further details are published by the Italian Data 

Protection Authority, please refer to the data security breach reporting 

form (Appendix 1); 

ii. The individuals affected by the breach, unless:

- Technical and organisational data protection measures have been

put in place EX ANTE;

- These measures have been put in place EX POST in order to prevent 

the occurrence of high risk

- Communication requires efforts that are excessively burdensome for 

the company. In that case, a public notice shall be given.

NB: If the breach poses a high risk to the rights and freedoms of individuals, 

notification of the data subjects is mandatory. 

iii. Other bodies such as regulatory bodies, grant funders;

iv. The press or the media;

v. Banking or credit card companies;

vi. The trade unions;

vii. External legal advisors.

Step 5: assessment and response 

Following a data security breach: 

I. The data processor:

a. Performs a review of the incident in consultation with stakeholders to ensure that the

measures taken during the incident are appropriate and to identify areas that could

be improved;

b. Document in an incident log any personal data breaches, including the 

circumstances surrounding them, their consequences and the measures taken to 

remedy them.
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6. APPENDIX 1. DATA SECURITY BREACH REPORTING FORM

The Investigation Manager, in cooperation with the Controller(s) affected by the breach, shall 

complete the following form. 

82 

DATA SECURITY BREACH NOTICE 

Section 1 

Date of discovery of the incident 

Actual date of the incident 

Incident location 

Name of the person reporting the incident 

Contact details of the person reporting the incident (email address, telephone number) 

Brief description of the incident 

Number of persons affected (if known) 

Details of personal data put at risk 

Brief description of each action taken at the time of discovery 
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DATA SECURITY BREACH NOTICE 

Section 2 

Details of the IT systems, equipment, devices, and records involved in the security breach 

Information leak details 

What is the nature of the information lost? 

How much data was lost? If your laptop is lost/stolen: How recently was the laptop backed up to 

central IT systems? 

Is that the only copy of the data? Will its loss have negative operational, research, financial, legal or 

reputational consequences for the company or any third party? 

How many people are affected? 

Are the data bound by any contractual security agreements? 

What is the nature of the sensitivity of the data? Please provide details of any type of information that 

falls into one of the following categories: HIGH RISK personal data 

-Sensitive personal data (as defined in the Data Protection Acts) relating to a living, identifiable

individual: 

a) racial or ethnic origin;

b) political opinions or religious or philosophical beliefs;

c) membership of a trade union;

d) physical or mental health or sex life;

e) commission or alleged commission of any offence, or

f) proceedings relating to personal data breaches already concluded, or proceedings

pending

- Information that could be used to commit identity fraud such as personal bank accounts and 

other financial information and national identifiers, such as Public Service Numbers (PPSNs) 

and copies of passports and visas 

- Personal information relating to vulnerable adults and children

- Detailed profiles of individuals, including information on job performance, salaries or personal 

life that could cause significant harm to that person if disclosed 

- Information that would compromise the safety of individuals if disclosed
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ANNEX d) 

MANAGING CVs AND 

PROFESSIONALS 

RECIPIENTS Human Resources, Line Manager 

PURPOSE Make the corporate management of CVs compliant with the GDPR 

Rev. Date Description Drafted Entered into force 

16/04/2019 
0.0 16/04/2019 First draft Massimo Zazio 

1.0 
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1. CONTEXT AND OBJECTIVES

1.1 Introduction 

This procedure aims to ensure that the management of curricula vitae received by Cembre SpA is 

compliant with privacy regulations. 

The present procedure also aims to prevent candidates' personal data from being processed without 

having previously informed the person concerned of the processing of personal data within Cembre 

and its Controlled Companies, from being processed without adequate consent in the case of 

particular data and, finally, from being processed by unauthorised personnel. 

1.2 The fundamental concepts of privacy 

Below is some basic information relating to what is defined and prescribed by EU Regulation 679/2016. 

PERSONAL DATA means any information relating to an identified or identifiable natural person ("data 

subject"); an identifiable person is one who can be identified, directly or indirectly, by reference in 

particular to an identifier such as a name, an identification number, location data, an online identifier 

or to one or more factors specific to his or her physical, physiological, genetic, mental, economic, 

cultural or social identity. 

SPECIAL CATEGORIES OF PERSONAL DATA means data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership. Genetic data, biometric data, 

data relating to a person's health or sex life or sexual orientation also belong to this category. 

PERSONAL DATA RELATING TO CRIMINAL CONVICTIONS AND OFFENCES means data revealing 

information relating to criminal convictions and offences or related security measures. 

PROCESSING means any operation or set of operations which is performed on personal data or on sets 

of personal data, whether or not by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, restriction, erasure or 

destruction. 

DATA CONTROLLER means the natural or legal person, public authority, agency or other body which, 

alone or jointly with others, determines the purposes and means of the processing of personal data; 

where the purposes and means of such processing are determined by Union or Member State law, the 

controller or the specific criteria for its nomination may be provided for by Union or Member State law. 

INTERNAL DATA PROCESSOR means the person who processes personal data on behalf of the data 

controller. 
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EXTERNAL DATA PROCESSOR means the person or company or entity that processes personal data on 

behalf of the controller 

2. MANAGEMENT OF CVs RECEIVED FROM THIRD PARTIES

In order for the processing of CVs of prospective candidates or interns from third parties (recruitment 

agencies or companies, training institutions or schools, etc.) to be compliant, it is advisable for the 

Human Resources Department to obtain from the third party a declaration stating that the personal 

data of candidates, both in the context of negotiations and in the execution of the contract, are and 

will be collected, processed and communicated to Cembre in compliance with the Regulations and 

Legislative Decree No 196/2003, subject to adequate notice on privacy and always on the assumption 

of a valid legal basis. 

CVs without authorisation will not be processed. 

At the first interview, the Human Resources Department should ask the candidate to sign a copy of the 

privacy notice (Annex 1). 

CVs of unsuccessful candidates or interns will be destroyed by the Human Resources Department at 

the end of the selection process and in any case within 12 months at the latest. 

CVs may only be handed over to authorised and trained Cembre personnel. 

CVs may not be disseminated or transmitted to third countries without informing the candidate and 

without taking all appropriate measures provided for in the EU Regulation. 

3. MANAGEMENT OF CVs RECEIVED BY HAND OR BY ORDINARY MAIL

CVs delivered directly by the applicant to the reception desk will not be accepted, and an e-mail 

address or website must be provided to which the CV and application should be sent. 

CVs received by ordinary mail will be handed over to the receptionists, opened by them and handed 

over to the Human Resources Department. 

At the first interview, the privacy notice must be provided (Annex 1). 

CVs of unsuccessful candidates must be destroyed by the Human Resources Department within 12 

months of receipt. 

CVs may only be handed over to authorised and trained Cembre personnel. 

CVs may not be disseminated or transmitted to third countries without informing the candidate and 

without taking all appropriate measures provided for in the EU Regulation. 
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4. MANAGEMENT OF CVS RECEIVED FROM THE WEBSITE LAVORA CON NOI OR 

FROM LINKEDIN

CVs uploaded on the website are automatically forwarded to the curriculum@cembre.com mailbox 

managed by the Human Resources department, which is emptied immediately. 

CVs of interest are forwarded to the Function Managers. 

CVs not currently of interest, but to be assessed within 12 months, are filed in special folders by type of 

function to which only authorised persons from the Human Resources Department and the Director of 

the relevant Function have access. 

At the first interview, the privacy notice must be provided (Annex 1). 

CVs of unsuccessful candidates must be destroyed by the Human Resources Department within 12 

months of receipt. 

CVs may only be handed over to authorised and trained Cembre personnel. 

CVs may not be disseminated or transmitted to third countries without informing the candidate and 

without taking all appropriate measures provided for in the EU Regulation. 

5. MANAGEMENT OF CVS RECEIVED IN THE WRONG MAILBOXES

In the event that Cembre Personnel receives CVs by e-mail, the recipient should reply that the 

application has not been received, and that the sender is invited to apply via the Cembre website. 

The CV received must be destroyed immediately after receiving and sending the rejection response 

ANNEXES 

FILE FILE DESCRIPTION 

Candidate privacy notice Information on the processing of the candidate's data 

during the interview. 

Randstad compliance statement Randstad statement on processing in accordance with EU 

Regulation 2016/679 and Legislative Decree No 196/03 as 

amended. 

Adecco compliance statement Randstad statement on processing in accordance with EU 

Regulation 2016/679 and Legislative Decree No 196/03 as 

amended. 
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ANNEX e) 

PROCEDURE FOR MANAGING CORPORATE IT 

SYSTEMS ACCOUNTS 

Document issued on: 01.03.2010 (Rev. 1.0) 

Document amended on: 24.09.2012 (Rev. 1.1) 

Document amended on: 28.02.2019 (Rev. 2.0) 

Document amended on: 15.05.2019 (Rev. 2.1) 
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1. FIGURES AND TERMS USED

ADMINISTRATORS 

SYSTEM ADMINISTRATORS AND IT APPLICATION ADMINISTRATORS 

Code 

General Regulation on the Protection of Personal Data (GDPR, UE2016/679) 

Authentication Credentials 

Identification code (i.e., "User name" or "UserID") associated with a personal key 

word (i.e., “password”) 

Data Protection Officer 

Is the person formally in charge of assessing and reporting inadequacies with 

respect to the GDPR (EU 2016/679). 

Particular Data Sensitive and/or judicial personal data, revealing: 

• Racial and ethnic origin

• Religious, philosophical or other beliefs

• Membership of parties, trade unions, associations, organisations of a

religious, philosophical, political or trade-union nature

• The state of health and sex life

• The status of suspected or accused person in a criminal trial
Line Manager This person is responsible for requesting authorisation to access the company 

network and the applications for which they are responsible, 

IT Systems - S.TE 

Part of the IT Systems structure that is in charge of managing systems (understood 

as a set of basic HW and SW) and related technologies. 

IT Systems - S.AP 

Part of the company's IT Systems structure in charge of maintaining application 

solutions used by users and developing "custom" application solutions 

Users Employees, collaborators and external staff who use the company's IT resources, 

i.e. persons in charge of processing personal data, within the meaning of the Code

2. PREMISE

The following procedure explains the procedures for requesting, setting up, maintaining and deleting 

Cembre Group corporate accounts. 

We define Account as the set of applications, functions, profiles, authorisations and devices that 

together constitute the way in which each user uses the corporate IT System. 

3. GENERAL PROVISIONS

The Company explicitly authorises its users, for work purposes only, to use the Company IT Systems, 

understood as a set of computer applications and hardware components that support communication 

and the performance of company processes. 

For general rules on the use of systems, please refer to the specific "Regulations for the use of IT and 

communication resources" available on the Company Intranet (T:\Procedure 

Organizzative\Regolamenti ). 
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4. CREATING AN ACCOUNT

When recruiting a new employee, the Personnel Department, or the staff in charge, at least one week 

in advance, logs on to the Jira_HR portal, filling in the basic information they are responsible for in the 

Account Management Form (template attached to this document), and in particular: 

• Name and Surname

• The Department and/or Office they are joining

• Line Manager

• Duties

• Location

• Contract start date

• Contract end date

Each new record is assigned a unique identifier in the Jira_HR project. 

The Personnel Department also provides the new employee with the following documents in 

accordance with his or her role: 

• In the field of Privacy: notice, instructions and procedures, regulations;

• In the IT field: Regulation for the use of IT and Communication Resources;

• Letter of employment;

• Communication of registration number with information on Organisational Model 231,

regulation on the use of IT resources and whistleblowing;

• Principles of adoption of Model 231;

• Model 231 protocols pertaining to the function;

• Code of ethics;

• Whistleblowing procedure;

• Severance indemnity information;

• Severance indemnity choice Form;

• Privacy notice;

• Privacy disclaimer for image use;

• In the event that the new employee is a woman, the Pregnancy Information;

• Marital status declaration;

• 10% tax reduction declaration;

• Canteen credentials letter.

A copy of the signed Privacy notice is kept in the employee's registration file. 

IT-STE personnel take charge of the new Ticket and, together with the Line Manager or his delegated 

collaborator, complete the form providing, among other information, the Functional Profile of the 

Employee: 

• IT tools required (if any)

• Laptop or desktop

• Landline, mobile and/or cell phone

• Software applications to be enabled
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• Functional profiles and roles to be enabled in the various areas (SAP, Qlikview, CRM ...)

• Membership groups

Please note: In Group companies where there is no local IT support, a first draft of the form will be filled 

in directly by the Line Manager or his/her delegate. 

Once filled in and following the authorisation to proceed given on the Jira_HR system by the Line 

Manager or his/her delegate, the form is activated and it will be the responsibility of the IT-STE 

Manager and his/her collaborators to implement the necessary actions to satisfy the request, reporting 

to the Line Manager any unavailability, inconsistencies or shortcomings detected and involving the 

Application Development area (SAP) for the activities for which they are responsible, e.g. 

• Creation/Assignment of Application Profiles

• Adding a New User to the "Author" system

and communicating, where appropriate, to the personnel department the requirements and 

information necessary for the production of letters of assignment. 

In particular, the IT-STE Manager (or one of his/her collaborators): 

1. sets the authentication credentials of the new user, checking that he/she is not already on

the list of current users and has not been assigned to user accounts that are no longer 

active, thus avoiding the reassignment of disabled accounts; in the event of two users with 

the same name, the user is given a progressive username.

2. activates the new credentials in accordance with the authorisation profiles identified in the 

Regulations for the use of IT resources.

3. provides the user with the identification code and the initial password which must be reset 

upon first access to the IT Systems.

Within 60 days, the new user is given appropriate training on the subject of privacy and is given the 

letter of appointment, which he/she countersigns for receipt and acceptance. The Personnel 

Department updates and manages the list of Appointees via the Inaz HE programme. 

5. CHANGING AN ACCOUNT

The Line Manager of a corporate body, or his/her delegate, may request that the Account of a 

member of his/her staff be changed. 

This can happen due to: 

a) changes in the worker's duties within the same body

b) Transfer to a new unit.

c) prolonged absences (maternity, leave of absence.)

case a) the Line Manager or a member of his or her staff initiates the change by sending an email 

request to the Personnel Department, specifying the change requested and the reason for it. 
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The Personnel Department, or the personnel in charge, activates the card on the Jira_HR portal. 

The change request will have to be validated via the authorisation workflow set up in Jira by the Line 

Manager if he/she is not the requesting party. 

The Personnel Department updates the authorisation profile in the list of appointees and issues a new 

appointment. 

case b) the receiving Line Manager is the initiator of the request to adapt the profile to the new role. 

Therefore, the request for a new Account Management Form is sent to the Personnel Office, while the 

previous one is closed by IT Systems - S.TE. 

The change request must be validated through the authorisation workflow prepared in Jira by the Line 

Manager if he/she is not the requesting party. 

Once the authorisation phase has been completed, the card is activated and the IT-STE Manager and 

his/her collaborators will be responsible for implementing the necessary actions to satisfy the request, 

notifying the Line Manager of any unavailability, inconsistencies or shortcomings detected and 

involving the Application Development Area (SAPP) for the activities for which they are responsible, for 

example: 

• Updating Application Profiles

• Updating the User in the "Author" system
• .....

The Personnel Department updates the authorisation profile in the list of appointees and issues a new 

appointment. 

Equipment held by the user and no longer required will be returned to IT Systems - STE, which will reset 

the systems, removing data and information of interest to the company, as well as any personal 

information contained therein, and inform the personnel office to close the relevant letters of 

assignment. 

case c) the Personnel Department, or the personnel in charge, activate the specific function on the 

Jira_HR portal. Indicating the start date of the work suspension and the expected return date. 

All system and application access accounts are suspended until the expected return date. Where 

possible, the Personnel Department will arrange for the user to sign the Privacy disclaimer. At the 

request of the Line Manager, incoming mail may be forwarded to a different user (as indicated in the 

Regulations for the Use of IT and Communication Resources). 

The IT function, in agreement with the Line Manager, assesses the advisability of reusing the 

employee's IT equipment as an alternative to freezing it. 

In case of reuse, any letters of assignment are closed. 
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6. TERMINATION OF AN ACCOUNT

Accounts must be closed following termination of employment or change of job. 

The notification of termination of employment is made by the Personnel Department, or by the 

personnel in charge, using the appropriate function on the Jira_HR portal. 

The Line Manager of the terminated employee, in agreement with the Personal Data Protection 

Officer, notifies the Personnel Department or the relevant staff member by email of any special 

arrangements for closing accounts and saving company data. 

Otherwise the following procedure should be followed: 

All accounts will be disabled from the date of termination. 

Equipment: 

The user's equipment, referred to in a letter of assignment, must be returned to the 

Personnel Department or to IT Systems (SI.STE), which shall agree with the Personnel 

Department on the closure of letters of assignment. 

If the user has equipment without a letter of assignment, it must be returned to the 

organisation to which it belongs. 

Data: 

If there is a signed disclaimer authorising access to the data contained in the company's 

equipment media: 

• E-mails are exported to a .pst file and archived

• Local PC data and U drive contents: these are saved in an archive folder with access 

restricted to the manager responsible and the Data Protection Officer.

• On request, incoming e-mails may be 'forwarded' for a maximum period of 30 days to

another address specified by the relevant manager.

If there is no signed disclaimer, all data will be deleted. 

After 60 days all existing accounts will be deleted. 
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7. MANAGEMENT OF SPECIAL ACCOUNTS

Emergency Account 

In order to ensure that, even in emergency situations, the use of all the functions of the company's IT 

systems and access to company data areas is permitted (unexpected absence of users, loss of 

password, etc.), the System Administrators are allowed to delete and reset user passwords. 

Administrators will do so at the request of the relevant manager in charge or a member of the 

company management, or at the request of the person concerned. 

This request must be "formalised" by sending an authorisation email to the Service Desk 

(support@cembre.com) 

The password 'reset' operation is in any case tracked in the IT system and the new access is identified 

by the newly generated password, thus protecting the user from misuse of his/her password. 

Collective accounts 

In some particular cases, it is necessary to create accounts that do not relate to a single individual, but 

to several users at the same time. 

This need arises from the convenience/need for several users to share a single resource (e.g. a PC). 

Of course, if the possibility of tracking operations on the systems is lost or impaired, this option is only 

allowed in cases where the functional profile of the users provides limited functionality and is in no way 

detrimental to the security and business damage that could result from incorrect or malicious use of 

the account. 

In cases where this is possible, it is the responsibility of the Line Manager or a member of his/her staff to 

make the request by sending an e-mail to the Service Desk (support@cembre.com), stating the 

reasons for the request and classifying the user groups to be enabled (e.g. "Warehouse personnel", or 

"MCN operators" etc.). 

The change request must be validated through the authorisation workflow prepared in Jira by the Line 

Manager if he/she is not the requesting party. 

External Personnel/Consultants’ Accounts 

There are also accounts that can be created for external staff working as auditors, consultants or 

specialists in specific areas or projects. 

Here too, the Line Manager or a member of the manager's staff in the area in which the external 

personnel are to operate must send a request via the Service Desk (support@cembre.com) asking for 

the necessary accounts to be created, specifying the areas and expected duration. 
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Administrators’ Accounts 

The System Administrator's User and Password are kept in the safe in the Personnel Office, the key to 

which is kept by the Data Protection Officer. 

8. DEACTIVATING UNUSED ACCOUNTS AND SAFEGUARDING STORED DATA

Unused Accounts 

Login credentials not used for more than six months are deactivated. 

With regard to the authentication systems for access to the IT systems, periodic checks will be carried 

out by the IT-STE Manager and his staff in order to keep the system free of active and unused 

credentials for a period longer than six months. 

Deletion of Corporate and Personal Data 

In order to prevent data of company interest or possibly personal information from being made 

available to third parties and in any case to unauthorised personnel, particular care must be taken in 

the following cases: 

• Decommissioning (scrapping) a computer and its storage units

• Reassigning a computer to another user.

In the first case, the storage units are removed from the computer and rendered mechanically 

unusable. 

In the second case, the units are formatted at a low level using an appropriate tool which, through 

repeated and specific deletion cycles, completely erases the information content. 

96 



D
A

TA
 P

R
O

TE
C

TI
O

N
 M

O
D

E
L 

ANNEX f) 

LIST OF SYSTEM ADMINISTRATORS 

Resource name 

BERTINI ROBERTO 

BELLANDI ALESSANDRA 

PERSIANI ERMES 

DOLDI FRANCESCO 

BROCCHETTA ANDREA 

TURATI ANDREA 

PINTOSSI PAOLO 

PARISI ANGELO 

ANDREA 

LIBERO STEFANO 

GUERINI DIEGO CARLO 

CROPELLI RENATO 
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